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Main transnational organized
crime threat

Somalia is a single state comprised of three autono-
mous zones: Somaliland, Puntland, and the residual
Somalia, which has been contested by rival armed
groups for nearly two decades. In this context, it is
difficult to speak of threats to the state, but any-
thing that serves to aggravate and spread instability
must be addressed. The recent growth of maritime
piracy, bringing millions of dollars in ransom money
to armed criminals, poses this threat.

Piracy has been around as long as people have
depended on seaways for transport and trade. Inci-
dents of piracy in Somalia, the country with the
longest coastline on the African continent, have
increased rapidly in recent years, as has the coun-
try’s share of global piracy incidents. In the early
2000s, Somali pirates were responsible for around
5% of global attacks. In 2009, out of 406 reported
incidents, more than half (217) were attributed to
Somali pirates.
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The pirates claim to be defending the coastline of
Somalia from illicit fishing and toxic waste dump-
ing, but their actions belie their words. As the
number of pirate attacks in the region has increased,
commercial fleets have been advised to steer farther
and farther from the Somali coast. This has com-
pelled the pirates to travel farther in search of vic-
tims, and they now attack craft having absolutely
no relation to their domestic waters. Playing the
role of the national defender has won the pirates
some public legitimacy; important because they are
dependent on community support on shore. This
line is becoming increasingly implausible, but the

practice has become so widespread that it may not
matter any more.

Pirates are now operating more than 1,000 nautical
miles (1,852 kilometers) from the shore, which
means they are capable of targeting ships off the
coasts of Kenya, the United Republic of Tanzania,
Seychelles and Madagascar, as well as in the Indian
ocean.”® As the principal waterways become better
policed, the location of piracy incidents has shifted
away from the Gulf of Aden and towards the south-
eastern coast of Somalia. In 2008, less than 20% of
the attacks took place outside the Gulf; in 2009,
more than 40% did.

The main method for targeting vessels is for the
pirates to wait in skiffs, usually some 50 nautical
miles off the coast, on the lookout for a suitable
vessel to attack. This method is used both in the
Gulf of Aden and in the Indian Ocean. However,
there are also reports of pirates being equipped with
GPS and tracking ships through the use of on board
navigation information systems. They are also
believed to have built up a large network of coastal

and port informants.”

Once a vessel has been targeted for attack, several
small skiffs are released from pirate “mother ships”,”
prepared to attack the vessel simultaneously from
different directions. This method of attacking
moving vessels is currently very common for Somali
piracy; it is used much less frequently by other
pirates.”” Assault rifles and/or rocket-propelled gre-
nades are now used in most attacks by Somali
pirates.'® At least some of the pirates involved usu-
ally manage to board the vessel and capture the
(generally unarmed) crew.'” Bulk carriers, con-
tainer ships and general cargo ships comprise the
majority of piracy victims.'” This is likely due to

their relatively large size and slow speed.

The hijacked vessel is then brought to one of the
main bases of operation, Eyl, Hobyo or Haradheere,'”®
and negotiations for ransom can commence. The
pirates have set up safe locations onshore from
where they can conduct ransom negotiations.'*
Companies that pay ransoms are understandably
reluctant to reveal the amount, and the pirates
themselves are not a reliable source, but the figures
mentioned are frequently in the millions of dollars.
In January 2010, a record ransom of either US$5.5
or 9 million was paid.'” With 47 successful hijack-
ings in 2009, the annual profit generated by piracy
could amount to tens of millions of dollars, in a

country with a GDP of some 2.5 billion dollars.'*



PIRACY INCIDENTS ATTRIBUTED TO SOMALI PIRATES, 2009
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There is anecdotal evidence that as many as 1,400  The most prominent pirate groups today seem to
Somali men are now actively engaged in piracy.'”  have their roots in Somali coastal fishing communi-
Two main piracy networks have been identified:  ties, especially in north-eastern and central Somalia,
one in the semi-autonomous northern Puntdand  and their organization tend to reflects Somali clan-

and another in the south-central Mudug region.'”™  based social structures.'”
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The stability/governance situation

After the 22-year dictatorship of Siad Barre and 18
years of civil war, the Government collapsed in
1991. Numerous attempts at establishing a central
authority since then have failed. Somalia still does
not have an effective national government which
controls the entire country. Indeed, it has three
administrations with differing objectives: 1) the
Transitional Federal Government, which aims to be
the national government; 2) Government of Soma-
liland, which aims to be the government of an inde-
pendent Somaliland; and 3) Government of
Puntland, which aims to be the government of the
semi-autonomous region of Puntland.

While the election of President Sheikh Sharif Sheik
Ahmed in January 2009 brought some optimism, as
his ascent to power was brought about by a union
between the former enemies of the Transitional
Federal Government and the Islamic Courts Union;
unfortunately, this union was short-lived. Somalia
once again descended into a state of anarchy, and
the insurgent groups Al Shabaab and the Hizbul
Islam coalition attempted to take Mogadishu.'"
Since early May, in addition to the intermittent
attacks on Government forces, there have been tar-
geted killings by insurgent groups, such as the June
assassination of Omar Hashi Aden, the serving
Minister of National Security.'"!

The President and his government have sought
engagement with armed opposition groups, includ-
ing the Hizbul Islam coalition. There have also been
consultations with influential clan elders and Islamic
clerics in efforts to broaden domestic support for
the stabilization of the country. However, these
engagements have proved to be challenging, in large
part due to inflexibility among hard line insur-

gents.'?

Of the three entities that constitute Somalia, Soma-
liland has the best established central government,
whereas the putative national Government in
Mogadishu is the weakest. Even the Somaliland
Government struggles to deliver basic public serv-
ices. Four fundamental shortcomings affect all three
governments, namely inadequate governance sys-
tems, human resources, public service delivery and

physical infrastructure.!?

In Puntland, which is a base for pirates, the political
situation was recently described as “generally

calm,'4

in spite of occasional violent incidents,
abductions and assassinations.'”® Two Members of
Parliament were also assassinated in separate inci-

dents in January 2010.""¢

It has been argued that the common strand linking
all Somali insurgents is a perception that the inter-
national community has been indifferent to the
country’s sovereignty and the interests of ordinary
Somalis. For example, some see the Transitional
Federal Government as a foreign imposition. The
American missile strike that killed the leader of one
of the main insurgency groups, Al-Shabaab, in
2008, provoked intense anger across the country,
even among those who do not support the
group.'’

It is clear that Somalia has severe problems estab-
lishing even the most basic governmental structures,
let alone tackling piracy. Moreover, resources to
improve the situation are scarce and unpredictable:
the Transitional Federal Government forecast a total
expenditure of US$110 million on anti-piracy
measures in 2010, 80% of which depends on for-
eign assistance.''®

Linkages between TOC and stability
threats

Somali piracy is clearly linked to the general lawless-
ness in the country. The instability is enabling
piracy to flourish, as pirates have little to fear from
a state that lacks capacity to prevent, expose and
prosecute the crime. Pirates can generally operate
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with impunity,'”” and may even enjoy an air of

respectability within their communities.

Other cases presented in this chapter illustrate how
the development of organized crime activities in a
context of instability and weak governance can
impact the situation that created it. One commen-
tator argues that “the failure of governance has...
resulted in a climate of insecurity in Somalia, which
led to the development of a criminal economy. The
reign of terror which has plagued Somalia on land
created the environment for the extension of vio-
lence to the sea, and the profit from piracy in turn
again sustains the insurgency in the country as a

whole.”12°

While Somalia may indeed become trapped in a
“vicious circle”, it is currently not clear to what
extent piracy is driving instability. The links between
pirates and insurgents are not clear-cut. Neither of
the two main insurgent groups, Al-Shabaab and the
Hizbul Islam coalition,'!
involved in piracy, but it has been reported that Al-
Shabaab (AS) does have some links to pirates.
Pirates have apparently approached AS for combat

are known to be directly

training, and AS is learning about maritime opera-
tions from the pirates. It also appears that AS is
capable of taxing piracy. For example, when the



group captured the southern port of Kismayo, it
was reported that pirates operating out of the port
had to pay “protection money” in order to be left

alone.'??

The “operational synergies” that may exist between
some of the pirates and AS seem to be limited to the
pirates of Haradheere (north of Mogadishu), who
are from the same clans as many of AS. Due to clan
rivalry, the pirates north of Haradheere are likely to
have limited connections with AS.'* In addition to
indirectly funding insurgency, there is concern
about the growing influence of the pirates on what
government exists. 24 Politicians who wish to remain
in power may be loathe to challenge the pirates,
given their wealth and, often, popular support. In
Puntland, piracy is said to be penetrating all levels
of society. The pirates’ annual income dwarfs the
Governments budget,'®
ministers are suspected of involvement in piracy.'?

and a number of Puntland

In short, in addition to addressing the security con-
cerns around a very important maritime trade route,
efforts to address piracy should also contribute to
the efforts to restore order to Somalia. Wealthy
organized criminals are yet one more powerful
group with an interest in instability. And any wealth
entering the country at this stage is likely to find its
way into the hands of the militant groups who con-
trol so much of the territory of the country.
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IMPLICATIONS FOR
RESPONSE

This chapter has illustrated the ways that transna-
tional organized crime is both a symptom and a
cause of instability in a diverse range of regions
around the world. Both organized crime and insur-
gency undermine the rule of law. Together, they
pose an even greater challenge to stability. Left
unaddressed, criminal riches can buy the arms and
the influence to affect the course of political events,
particularly in the poorer areas of the world. And
the direction of this influence is almost always
toward further conflict, as the downward cycle feeds
upon itself.

This insidious link can provide a point of insertion
for intervention, however. Contraband flows can
have devastating local effects, but their dynamics
are almost always international. Interventions can
be targeted in areas less problematic than war zones.
Strategies aimed addressing these flows could play a
pivotal role in addressing civil conflict, by removing
the profit motive that keeps many antagonists
armed and in the field. Put simply, reducing crime
can help foster peace.

For example, the two most problematic illicit drugs
— cocaine and heroin — leave a swathe of destruction
in many regions affected by the trade. If the flow of
these drugs were significantly reduced, this could
pay dividends in reducing violence and, in some
cases, conflicts around the world.

The problem is that most efforts against drugs are
national, or, at best, bilateral, when the scale of the
trafficking is global. Without a strategy scaled to fit
the size of the problem, successful national efforts
run the risk of simply displacing contraband flows.
When opposed, the drug markets in cocaine and
heroin have consistently adapted, finding new cul-
tivation areas, new transit zones, and new consumer
markets. In many cases, they have settled in the
areas of least resistance, which are precisely the areas
least equipped to deal with the challenge. And it is
here that organized crime can escalate to the level of
being a threat to stability.

The world does have a framework for dealing with
these drugs internationally, in the form of the three
drug Conventions (of 1961, 1971, and 1988), the
United Nations Convention against Transnational
Organized Crime, and the Convention against Cor-
ruption, which provide a platform upon which
cooperation can occur. A great deal of successful
collaboration has occurred under this aegis, but

more could be done. Too often, work under the
Conventions has been limited to law enforcement,
while transnational organized crime cannot be
reduced to a criminal justice issue. The Conven-
tions provide a bedrock, but they do not constitute
a global strategy, and they do not frame drug traf-
ficking as a matter of international security.

To deal comprehensively with these intractable and
interlinked issues, there can be no substitute for
coordinated international action. One area where
immediate progress can be made is to fully integrate
crime prevention into United Nations peace opera-
tions. The Security Council recently invited “the
Secretary-General to consider these threats as a
factor in conflict prevention strategies, conflict
analysis, integrated missions” assessment and plan-
ning and to consider including in his reports, as
appropriate, analysis on the role played by these
threats in situations on its agenda.”'”” The United
Nations is best suited to provide the leadership
needed to address these global issues at the level
required. But doing so will necessitate moving
beyond the disciplinary silos that distinguish organ-
ized crime from other security threats. It will mean
acting as one United Nations, making use of the full
range of military, development and crime preven-
tion tools available.
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CONCLUSION

This report has been framed as a threat assessment,
so it is fair to ask: which transnational organized
crime flow poses the greatest global threat?

Throughout the report, when feasible, an estimated
dollar value has been ascribed to each flow, in order
to facilitate comparison. Of course, this is just one
metric, and others may be more significant, as dis-
cussed below. But higher value flows can pose a
higher risk because they place more money in the
hands of criminals, who may use it to put bullets in
guns or to bribe officials. This kind of comparison
is especially useful when looking at areas where
organized crime could pose a threat to the state.

The value estimates presented in this report must be
regarded as extremely tentative. Since the data are
incomplete everywhere, different estimation meth-
ods have been employed with each flow, and this
affects their comparability. Many are based on sei-
zures, which reflect an unknown level of enforce-
ment success. In general, they should be seen more
as indicators of the order of magnitude of the prob-
lem than figures of any precision.

Still, the differences between flows discussed in this
report are striking. Drugs remain the highest value
illicit commodities trafficked internationally, by
quite a wide margin. The flows coming closest are
actually those best integrated into licit markets —
counterfeit goods and illicit timber — as well as
those involving illicit human movement. Firearms,

for reasons described above, make up some of the
lowest value flows. The estimated total value of the
flows considered in this report is about US$125
billion per year, of which about 85% is generated by
drug markets.

In addition to absolute value, a number of factors
can affect the threat posed by a particular flow.
Flows that direct a large amount of money to a
small number of individuals or groups are more
dangerous than those where the proceeds are more
widely disbursed. Migrant smuggling from Mexico
to the US results in billions of dollars changing
hands, as much as local profits from cocaine, but so
many hands are involved that the threat is much
less. The identities of the traffickers is also clearly
relevant, as is the location where the value accrues.
Those who manufacture counterfeits in East Asia
generate huge revenues collectively, but none of
these people has any interest in taking on the state.
The same amount of money in the hands of mili-
tants in Central Africa would be considerably more
problematic.

The nature of the enterprise is also relevant. Human
trafficking, for example, involves a lot of overheads.
In the case of women trafficked to Europe for the
purposes of sexual exploitation, it involves the hous-
ing and upkeep of some 140,000 workers, plus the
costs of security and marketing. Turnover may be
large, but profits, many of which accrue to small
trafficking groups, are likely to be relatively small.
In comparison, almost all the money gained through

TOC VALUE ESTIMATES DISCUSSED IN THIS REPORT COMPARED

Cocaine to North America
Cocaine to Europe

Heroin to Europe

Heroin to Russia

Counterfeit goods to Europe 8,200
Migrant smuggling from Latin America 6,600
llicit South-East Asian timber 3,500
Counterfeit medicine 1,600

Trafficking in persons to Europe 1,250
Identity theft =1 1,000
Child pornography 1 250
Migrant smuggling from Africa | 150
Maritime piracy | 100
lvory to Asia | 62
Firearms from Eastern Europe | 33
Firearms to Mexico | 20
Rhino horn to Asia ' 8
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Source: UNODC estimates
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identity theft is profit, with operating costs reduced
to the price of an Internet connection.

Weighing all these considerations, drugs appear to
generate the most dangerous flow of profits, fol-
lowed by environmental resources. Individual traf-
fickers may make tens of millions, if not hundreds
of millions, of dollars in a relative small number of
transactions. Production areas are often affected by
insurgency, and transit countries often suffer both
from either high rates of murder, high levels of cor-
ruption, or both. With core demand generated by a
consumer base of addicts, drugs also represent a
long-term source of income for organized crime
groups. But drug flows also illustrate that it does
not take a lot of money to cause a lot of damage.
Traffickers and insurgents in Afghanistan, for exam-
ple, command only a small share of the value of the
global heroin market, but cause far more violence
than traffickers in Europe, where most of the value
of the market resides. Similarly, those who fight
over extractive industries in Africa may be compet-
ing for relatively small amounts of money, but in
the context, these profits are worth killing for.

Although important, the impact of destabilizing
money flows is just one aspect of the threat posed
by organized crime. The direct impact of drugs,
which have resulted in addiction, disease and death
for millions, is equally severe. The violation of
human rights when a woman is trafficked for sexual
exploitation, or when a child is violated for pornog-
raphy, can never be adequately quantified. Firearms
trafficking may not generate the largest incomes,
but can even more directly challenge peace and
stability. The market for tiger parts may be worth
only a few million dollars per year, but the poachers
pursuing this market could still drive these animals
to extinction.

Another way of looking at the threat is to look at
the trend. Only four of the 16 TOC problems dis-
cussed in this report are clearly increasing, but this
may be because only the largest and best established
flows were included. Some organized crime prob-
lems have been around for decades, and may already
be declining due to interventions and other factors.
Others are rapidly emerging, and it may be possible
to take action before the problem spirals out of
control. For example, there has been a recent surge
in demand for rhino horn associated with growth of
the market in the east; a demand that could cause
irreversible damage in a short period of time if not

addressed.

In addition, the trend in the volume of contraband

moved and the trend in threat may point in differ-
ent directions. For example, the cocaine flow to the
United States has been in long-term decline, with a
sudden drop off since 2006. At the same time, vio-
lence associated with this flow has dramatically
increased. Changes in routing can also strongly
affect the threat posed by a trafficking flow, such as
when cocaine to Europe began to be diverted
through West Africa.

In the end, it appears that drugs remain the back-
bone of transnational organized crime, command-
ing the largest share of revenues, and fuelling
violence, corruption, conflict and addiction. But
this report has examined only a few markets in
natural resources, and it is possible that some could
be comparable both in scale and in impact, at least
in the source countries. More research is needed on
these extractive markets and their relationship with

TOC and conflict.

Given this complexity, can any meaningful lessons
be drawn from the findings of this report about
TOC as a whole? At least three major points come
to the fore:

Because most trafficking flows are driven
more by the market than by the groups
involved in them, efforts that target these
groups — the traditional law enforcement re-
sponse — are unlikely to be successful on their
own.

Because TOC markets are global in scale,
global strategies are required to address them,
and anything else is likely to produce un-
wanted side effects, often in the most vulner-
able countries.

Because globalized commerce has made it dif-
ficult to distinguish the licit from the illicit,
enhanced regulation and accountability in
licit commerce could undermine demand for
illicit goods and services.

The preceding chapters have illustrated what was
suggested at the outset of this report: most of what
we call “transnational organized crime” today is
rooted in market forces, not the plotting of profes-
sional criminal groups. For example, a large number
of people know that firearms legally acquired in the
United States can be sold for much more in Mexico.
No mastermind is needed to coordinate the hun-
dreds of straw purchasers required to satisfy demand.
Similarly, people in rural areas of South-East Asia
understand that the wildlife that surrounds them
has value. So long as the buyers remain in certain



well-known collection points, no one has to con-
tract these traditional hunters to do the job. Sophis-
ticated structures are not needed to dispatch
teetering boatloads of migrants into the Atlantic or
the Mediterranean, or to post stolen credit card
information on underground bulletin boards. Piracy
in Somalia has become a vocation, almost a move-
ment. Individual pirate groups may become more
or less important, but for as long as the opportunity
exists and barriers to entry are low, there will be
many young men willing to risk their lives for a shot
at escaping conflict and hunger.

This is not to say that organized criminal groups are
irrelevant to global TOC problems. Triad-type
groups mediate relations between traffickers and
officials in many markets in Asia. The Camorra
remains important in receiving and distributing
counterfeit goods in Europe, as well as in a number
of other rackets. The Mexican cartels are becoming
multi-crime enterprises, likely to endure even if
cocaine demand were to dry up. These and many
less well-known groups play an important role in
promoting contraband provision and sales of illicit
services. Much like insurgents, many take advan-
tage of their geographic control and network of
corrupt officials to facilitate the business of crime.
In doing so, they can acquire tremendous power,
and become a problem in their own right. But in
the end, they are participants in the market, not the
source of it.

The implications of this central finding are several.
While arresting and incarcerating individual perpe-
trators is important for its general deterrent effect,
doing so is not sufficient to counteract illicit trade.
So long as there is standing demand, and there
remain areas where illicit goods can be sourced and
trafficked, the market will adapt to any loss of per-
sonnel. Since the problem of TOC cannot be
resolved purely through arrests and seizures, it
cannot be reduced to a criminal justice issue. The
solutions will require a much broader range of tools
than those currently in the hands of law enforce-
ment officials.

Of the 16 crime problems examined in this report,
13 are intercontinental. What happens in these
markets is a product of supply on one end of the
world and demand on another, as well as conditions
in a string of transit countries. Interventions at any
point in this chain will have implications for every
link. From a global perspective, national or even

regional efforts made in isolation can be worse than
ineffective; they can be counterproductive, as the
problem is pushed from regions that pose resistance
to those that do not, or cannot.

Treating transnational organized crime markets will
require two parallel sets of measures. First, there is
a need to strengthen global resistance to TOC by
building both the national and international capac-
ity to track and respond to the problem. This is
something like strengthening the immune system,
and represents a long-term collective project.
Second, there is a need to create global strategies to
collectively address TOC problems that have
become so acute that they require special interven-
tion. This is more like a response to a particular
infection, and would involve international strategic
planning. In either case, the intervention must
occur systemically, involving the whole organism.
Both supply side and demand side measures must
be coordinated, and the problem must be approached
at a global level.

Traditional approaches tend to focus on influencing
the behaviour of people whose behaviour is very
difficult to influence. Many of those involved in
TOC markets have very little to lose. Some are
desperately poor, and contribute to global crime
because there are few alternative options available.
Some are marginal members of affluent societies,
who participate in TOC as part of a broader coun-
terculture. Of course, there are organized criminals
who are both privileged and greedy, but they gener-
ally rely on the work of countless others who are not
so well-off.

It is difficult to deter the desperate and the marginal
with the threat of incarceration. These are often
people for whom the immediate rewards of partici-
pation in TOC seem far more significant than the
distant possibility of arrest. Coca and opium poppy
farmers, street gang members, drug-addicted sex
workers, straw purchasers, bush meat poachers,
trafficking victims turned traffickers, the illegal
migrants who vend counterfeit goods and the small
manufacturers who produce them: most of the
people who make illicit markets possible either do
not appreciate that what they are doing is wrong, or
they no longer care. Many are focused on making it
through the day, and for some, imprisonment is not
the least attractive alternative.

But there is another group of people whose behav-
iour is very important to maintaining these mar-
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kets, a group with quite a bit to lose if they are
found to be operating outside the law: those who
operate on the licit side of these same markets.

Lack of clarity about the origin of certain goods
allows otherwise honest buyers, including commer-
cial firms, to purchase illicic merchandise. This
results in much larger demand than there would
normally be for contraband goods. When products
are sold openly, the average buyer assumes they can
be bought in good conscience. Professional buying
agents may be under pressure to find the cheapest
source available, and globalized commerce has made
it impossible to individually screen each vendor.
Regulating these markets globally would eliminate
the good faith buyer pool, substantially reducing
demand for contraband. All suppliers to the licit
market internationally must be carefully monitored
to ensure nothing illegal gets passed off as legitimate
goods.

For example, trafficked timber and minerals enter
the legitimate supply chain and are used by compa-
nies that can claim ignorance as to the ultimate
origin of these commodities. Counterfeit goods and
medicines are often produced by the same firms
that make the licensed products and may be sold
from legitimate wholesale and retail outlets. Simi-
larly, the trade in illicit ivory is only lucrative because
there is a parallel licit supply, and ivory can be sold
and used openly. Ivory would lose much of its mar-
ketability if buying it were unequivocally an illegal
act, or if ownership of these status goods had to be
concealed. In some cases, consumers are duped; in
others, there is willing blindness. If the source of
these products were clearly documented interna-
tionally, they would not be confronted with this
dilemma.

The same may even be true of services. Whatever
decision a national government makes on the legal-
ity of foreign workers or the sex trade, this decision
must be enforced. The line between the legal and
the illegal must be clear and consistently enforced.
There must be no grey area, because this grey area
conceals the workings of transnational organized
crime.

Ilicit drugs remain one of the few items discussed
in this report that are illicit on their face, but even
these are reliant on poorly regulated international
commerce in chemical precursors. When only legit-
imate users of acetic anhydride can access it, for
example, heroin production will be considerably
more difficult.

A number of the most significant flows discussed in

this report are by-products of licit commerce that
has globalized at a rate in excess of our collective
ability to regulate them. Supply chains are not sub-
ject to comprehensive audit because no one can
keep track of the myriad products being shuffled
back and forth across national borders. What goes
on domestically remains obscured, and trade secrets
have come to be regarded as matters of national
security. It is in this murk and muddle that transna-
tional trafficking germinates.

Putting an end to the parallel trade in illicit goods
is part of the larger project of bringing transparency
and accountability to global commercial flows, but
considerable progress could be made by focusing on
a few of the most problematic commodities. The
Extractive Industries Transparency Initiative pro-
vides an example in the oil and mineral field. A
similar effort could be mounted for environmental
resources, and global accountability programmes
launched for arms, pharmaceuticals, and even cer-
tain sectors of manufactured goods and chemicals.

More accurate accounting of containerized ship-
ping could also help reduce the volumes of contra-
band transported internationally. Most global
commercial flows proceed by sea, but at present,
transnational shipping is a chaotic affair, with inter-
national waters a largely lawless zone. Progress has
been made in assuring bulk carriers are licensed and
monitored. So too should be their cargoes, if com-
mercial accountability is to become a reality.

Of course, this logic does not apply to those forms
of organized crime that are predatory, rather than
market-based, such as identity theft and piracy.
Arrest and seizures are not much more likely to
curtail these activities than they are to eliminate
contraband markets, however. Internet access is
growing in the developing world, where law enforce-
ment capacity is limited, and there is currently no
viable criminal justice system in Somalia. Here, the
solutions are more likely to be technological, aimed
at making it more difficult to acquire money in
these ways. In the end, each flow is unique, and the
interventions required to address it cannot be pre-
scribed without detailed consideration of the par-
ticularities, but the potential for taming the illicit
by regulating the licit should be explored in each
instance.

This report represents the first attempt by UNODC
to survey the broad terrain of transnational organ-
ized crime. It comes nearly 10 years after the meet-
ing in Palermo that gave birth to the Convention.



Progress has been slow in coming to terms with this
multi-faceted and complex topic. It is hoped this
threat assessment will help promote the interna-
tional cooperation required to take on these global
problems.
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Chapter 4 - Cocaine

US data for the year 2008 show that the lifetime prevalence
rate of those using crack-cocaine among the rich, i.e. those
earning US$ 75,000 or more a year, is 76% lower than among
the very poor, i.e. those earning less than US$10,000 a year.
In contrast, the lifetime prevalence of overall cocaine use,
which includes cocaine HCL and crack-cocaine use, is still
28% higher in the USA among the rich, compared to the
very poor. (US Department of Health and Human Services,
Substance Abuse and Mental Health Services Administration
(SAMHSA), 2008 National Survey on Drug Use and Health,
Rockville MD 2009).

The popularity of cocaine HCl among wealthier sections of
society is also reflected in Canadian data. The household sur-
vey among adults in the province of Ontario (which accounts
for more than a third of Canada’s total population) found

a life-time prevalence of cocaine use among the ‘poor’, i.c.
those carning less than Can$ 30,000 a year of 4.5% in 2007,
gradually rising to 9.1% among the ‘rich’, i.e. those earning
more than Can$ 80,000 a year. (‘Cocaine use’ mainly reflects
‘cocaine HCI’ use in Ontario). In contrast, cannabis and other
drugs follow an inverted J curve in Canada, as in most other
countries. Thus, annual prevalence of cannabis use amounted
to 21.1% of those earning less than Can$ 30,000 a year in
Ontario in 2007 and fell to 10.3% among the ‘middle class’,
i.e. those earning between Can$50,000 and Can$80,000 a
year, before rising again slightly among the ‘rich’ (i.e. those
earning more than Can$80,000 a year) to 13%. (Canadian
Centre for Addiction and Mental Health (CAMH), 2007
CAMH Monitor eReport, Addiction and Mental Health Indi-
cators Among Ontario Adults, 1977-2007, Toronto 2009.

The Library of Congress Country Studies: Colombia and CIA
World Factbook, quoted in Colombia Drugs and Society, 1988.
htgp:/fwww.photius.com/countries/colombialsociety/colombia_soci-
ety_drugs_and_society. html

UNODC, 2009 World Drug Report, Vienna 2009.

Ibid.

The average amount of heroin seized per seizure case in 2007
amounted to 0.26 kg, while the corresponding figure for co-
caine was 3.1 kg, based on information from the 67 countries
reporting both pieces of information in the UNODC Annual
Reports Questionnaire. A year carlier, the average cocaine
seizure even amounted to 4.7 kg (information from 82 coun-
tries) and was 26 times larger than the average heroin seizure
(0.18 k).

US Department of Health and Human Services, Substance
Abuse and Mental Health Services Administration (SAMH-
SA, 1995 National Household Survey on Drug Abuse, Report
#18, Rockville, MD, 1996.

SAMHSA, Results from the 2008 National Survey on Drug Use
and Health. If the data are re-adjusted to the internationally
comparable age group 15-64, the decline in the annual preva-
lence of cocaine use was from 3% in 2006 to 2.6% in 2008.
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equivalent to a decline from 2.3% to 2.0% if the numbers are
re-adjusted to the internationally comparable age group of

those aged 15-64.
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Colombian politics in the 1990s. Following ongoing terror
by the narco-cartels, the Colombian authorities gave in and
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changed the constitution in 1991, forbidding extraditions.

As violence did not stop, the Colombian Congress amended
again in 1997 its constitution in a way that permitted the
extradition of Colombian nationals. (See Article 35, amended
in the Colombian Constitution, A.L. No. 01, 1997).

Mexico signed with the USA a bilateral Extradition Treaty in
1978. However, a revision of January 10, 1994, stated that
“extradition of Mexican nationals is prohibited except in
‘exceptional’ circumstances” . A subsequent decision (October
2, 2001) by the Supreme Court of Mexico introduced an
additional barrier to extradition. It ruled that no extradition
should be granted unless the requesting state gives assurances
that the suspect would be eligible for parole as it saw the
purpose of punishment in the subsequent rehabilitation of
the convicted person. But this cannot — ex-ante — be expected
from a US court. In 2002, a Mexican court even went a step
further and ruled that assurances by an US prosecutor had “no
value because US judges are autonomous... So they would
apply the punishments established by the U.S. Penal codes”.
(See Escaping Justice — Extradition / Foreign Prosecution,
Mexico, http://www.escapingjustice.com/extrafpo.htm ).

National Drug Intelligence Center, National Drug Threat As-
sessment 2009, December 2008.

UNODC and Government of Colombia, Colombia Coca
Cultivation Survey, Bogota, June 2009.

R. Anthony and A. Fries, “Empirical modelling of narcotics
trafficking from farm gate to street”, in United Nations Office
on Drugs and Crime, Bulletin on Narcotics, Vol. LVI. Nos. 1
and 2, 2004, Illicit Drug Markets, pp. 1-48.

Article 35, amended in the Colombian Constitution, A.L.
No. 01, 1997.

National Drug Intelligence Center, National Drug Threat As-
sessment 2009, December 2008.

For example, new data are available on the number of
cocaine-dependent people and heavy cocaine users (using
cocaine more than 100 days a year) identified in the National
Household Survey on Drug Use and Health (NHSDU).
There are also new data on cocaine-positive tests among
arrestees, provided in the Arrestee Drug Abuse Monitoring
Program (ADAM II). See ONDCP, Arrestee Drug Abuse
Monitoring Program, ADAM IT 2008 Annual Report, Wash-
ington D.C., April 2009. This allows an updated definition
and estimate of “chronic use”.

The calculation of the new data series of ‘chronic users’ was
based on the following model: data on heavy cocaine users
(consuming cocaine on more than 100 days a year), plus %2
the number of ‘dependent cocaine users’, plus 1/3 of the ar-
rested cocaine users. The occasional cocaine users were defined
as the total number of users having consumed cocaine at least
once over the last 12 months, less the chronic users. The logic
for the definition of the ‘chronic cocaine users’ is as follows:
‘heavy cocaine’ users and ‘dependent cocaine’ users (which are
of similar magnitudes in the USA) can be considered to form
part of ‘chronic’ cocaine users. Simply adding the two vari-
ables will, however, lead to an over-estimate. Each data series,
taken by itself, represents, in contrast, an under-estimate of
the problem. The 2008 data from the ADAM II project, e.g.
found that just 45% of the persons whose urine analysis had
indicated cocaine use within the last 2 to 3 days, actually
admitted to having used cocaine recently. Against this back-
ground, half of the ‘dependent cocaine use’ variable was added
to the ‘heavy use’ variable. This combination is assumed to
provide a more accurate reflection of the total number of
heavy cocaine users who are still living in a household and
are thus captured in household surveys. In addition, a certain
proportion of those arrested, who consumed cocaine within
the last two to three days, can be assumed to be chronic users
of cocaine; a certain proportion of these people will no longer
live in a ‘normal household’. Based on the analysis of the
ADAM 1I data, it was established that this proportion could
be close to 30%, which includes people who are homeless,
living in shelters or have been ‘institutionalized’ over the last
few months, i.e. having lived in treatment facilities, in jails

or in prison. (See ONDCE, Arrestee Drug Abuse Monitoring
Program, ADAM II 2008 Annual Report, Washington D.C.,
April 2009). Such cocaine users would not be ‘captured’ in a
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household survey.

The 31 grams of pure cocaine figure is the result of a
multiplication of the number of chronic users (2.3 million)
with a per capita use of 55 grams per year and a multiplica-
tion of the number of occasional users (3 million) with 14
grams per year, This yields a total at 165 tons for 5.3 million
users, which gives 31 grams per user in 2008, down from

44 grams per user in 1998 and 66 grams per user in 1988.
The per capita use figures were derived from the results of

the ONDCP study on Whar Americas Users Spend on Illegal
Drugs, published in 2001. They found average per capita con-
sumption for chronic users to have fallen from 141 grams in
1988 to 106 grams in 1990 and 78 grams in 1998. The model
used assumed that the downward trend continued as availabil-
ity of treatment facilities continued to improve (67 grams in
2007). The downward trend was assumed to have accelerated
in 2008, as a result of falling purity levels (55 grams). The
decline in per capita consumption for occasional users was less
pronounced, from 16 grams in 1988 to 15 grams in 1998,
and was thus assumed to have fallen only slightly, to 14 grams
in 2008.

The ONDCP model assumed that 20% of the monthly
cocaine users consumed 0.5 grams of cocaine per day while
the remaining 80% of the monthly cocaine users consume
0.5 grams per week. This gives an average consumption of
57.3 grams of cocaine per month. The non-monthly annual
users are assumed in this model to consume just 4 grams

per year. In the case of crack cocaine it is assumed that 30%
of the monthly users consumed 0.75 grams per day and the
remaining 70% of the monthly users consume 0.75 grams per
week. This gives, on average, 109.4 grams of crack cocaine
per year for monthly users. The annual excluding monthly
users are assumed to consume 6 grams per year. (See ONDCP,
“Cocaine Consumption Estimates Methodology”, September
2008 (internal paper)).

The problem here is that the US household survey provides
estimates on overall cocaine use (i.e. cocaine HCl and crack-
cocaine) and then gives an estimate on the number of crack
cocaine users. Assuming that no crack user in the US con-
sumes cocaine HCI, the cocaine HCI users can be ‘calculated’
by subtracting crack cocaine users from all cocaine users;
assuming that all crack-cocaine users also consume cocaine
HCI, the cocaine HCl figure would be identical to the overall
cocaine figure. Applying the first interpretation, cocaine use
would have amounted to 140 tons in 2008; applying the
second interpretation, cocaine use would have amounted to
164 tons in 2008.

For data 1988-2000: ONDCP, Whar Americas Users Spend on
lllegal Drugs, December 2001; for 2001 data: Drug Avail-
ability Steering Committee, Availability Estimates in the
United States, December 2002; for 2002-2008: UNODC
estimates based on SAMHSA, 2008 National Survey on Drug
Use and Health, Rockville MD 2009, and previous years; FBI,
Uniform Crime Reports (2002-2008) and ONDCP, Arrestee
Drug Abuse Monitoring Program - ADAM 11 2008 Annual
Report, Washington D.C, April 2009 and ONDCE, “Cocaine
Consumption Estimates Methodology”, September 2008
(internal paper).

Institute for Defense Analyses (Barry Crane, Art Fries, A. Rex
Rivolo, Amy Alrich, Tara Mc. Govern), “ History of the US
Cocaine Market (Supply and Consumption)”, presentation
given to the UNODC expert group meeting: “The evidence
base for drug control in Colombia: lessons learned”, Bogota,
9-10 November 2009.

ONDCEP, What America’s Users Spend on Illegal Drugs,
December 2001; Drug Availability Steering Committee,
Availability Estimates in the United States, December 2002;
SAMHSA, National Survey on Drug Use and Health,
Rockville MD 2009, and previous years; FBI, Uniform
Crime Reports (2002-2008) and ONDCP, Arrestee Drug
Abuse Monitoring Program - ADAM II 2008 Annual Report,
Washington D.C, April 2009 and ONDCE, “Cocaine
Consumption Estimates Methodology”, September 2008
(internal paper); Health Canada, Canadian Alcohol and Drug
Use Monitoring Survey 2008 and previous years; CINADIC,
Encuesta Nacional de Adicciones 2002, Ciudad Mexico, Sec-
retaria de Desarrollo, Encuesta de Hogares, 2006; CONADIC
and Instituto Nacional de Salud Ptblica, Encuesta Nacional de
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Adicciones, 2008, UNODC, Annual Reports Questionnaire
Data / DELTA.

UNODC, 2009 World Drug Report, Vienna 2009; UNODC,
Annual Reports Questionnaire Data / DELTA; ONDCP,
What America’s Users Spend on Illegal Drugs, December 2001;
Drug Availability Steering Committee, Availability Estimates
in the United States, December 2002; SAMHSA, National
Survey on Drug Use and Health, Rockville MD 2009, and
previous years; FBI, Uniform Crime Reports (2002-2008) and
ONDOCEP, Arrestee Drug Abuse Monitoring Program - ADAM
1I 2008 Annual Report, Washington D.C, April 2009 and
ONDCEP, “Cocaine Consumption Estimates Methodology”,
September 2008 (internal paper), Health Canada, Canadian
Alcohol and Drug Use Monitoring Survey 2008 and previous
years, CINADIC, Encuesta Nacional de Adicciones 2002,
Ciudad Mexico, Secretaria de Desarrollo, Encuesta de Hogares,
2006, CONADIC and Instituto Nacional de Salud Publica,
Encuesta Nacional de Adicciones, 2008.

For data 1988-2000: ONDCP, What America’s Users Spend on
Hllegal Drugs, December 2001; for 2001 data: Drug Availabil-
ity Steering Committee, Availability Estimates in the United
States, December 2002; SAMHSA, National Survey on Drug
Use and Health, Rockville MD 2009, and previous years; FBI,
Uniform Crime Reports (2002-2008) and ONDCP, Arrestee
Drug Abuse Monitoring Program - ADAM II 2008 Annual
Report, Washington D.C, April 2009; ONDCE, 7he Price
and Purity of llicit Drugs: 1981-2007, Report prepared by
the Institute for Defense Analyses for ONDCP, Washington,
July 2008; US Drug Enforcement Agency, based on STRIDE
data.

For data before 2000: ONDCE, What America’s Users Spend
on Illegal Drugs, December 2001; for 2001 data: Drug
Availability Steering Committee, Availability Estimates in the
United States, December 2002; SAMHSA, National Survey on
Drug Use and Health, Rockville MD 2009, and previous years;
FBI, Uniform Crime Reports (2002-2008) and ONDCP, Ar-
restee Drug Abuse Monitoring Program - ADAM II 2008 An-
nual Report, Washington D.C, April 2009; ONDCP, 7he Price
and Purity of Illicit Drugs: 1981-2007, Report prepared by

the Institute for Defense Analyses for ONDCP, Washington,
July 2008; US Drug Enforcement Agency, based on STRIDE
data, quoted in DEA Intelligence Division, “Cocaine Short-
ages in U.S. Markets, November 2009” and US Bureau of
Labor Statistics, Consumer Price Index (CPI); UNODC,
Annual Reports Questionnaire Data.

The calculations were based on the available price data series,
provided by ONDCP, ending for the year 2007. For 2008,
the purity adjusted cocaine prices per gram, as reported by
the DEA, were used. However, a comparison shows that

the two price data series — though both based on STRIDE
data — do not correspond, neither in absolute values nor in
trends. While the ONDCP price data are supposed to reflect
exclusively the retail level, based on the analysis of purity
adjusted prices for purchases of 2 grams or less, the DEA price
data series is based on the average price for all effected cocaine
purchases, purity-adjusted and recalculated to represent the
average price of cocaine per gram. Though differences in the
methodology used can explain differences in the level, they
do not really explain differences in trends. In fact, the bulk of
the DEA prices concerns the retail level and the DEA prices
should thus — primarily - reflect changes in these prices as
well. The differences in the two data sources is not only of
academic interest. If the growth rates in prices, as revealed in
the DEA data , were applied to the ONDCP price data set,
starting as of 2007, the calculations suggest that the overall
cocaine market would have slightly increased, from US$33.5
bn in 2006 to US$35 bn in 2008, as the strong increases in
prices would have more than compensated the declines in
consumption. Given the large number of reports suggesting
that strong price increases took place over the 2006-08 period,
the latter estimates appear to have a higher level of credibility.

Gross profits are defined here as the difference between the
sales price of the drugs and the original purchase price.

Institute for Defense Analyses (Barry Crane, Art Fries, A. Rex
Rivolo, Amy Alrich, Tara Mc. Govern), “ History of the US
Cocaine Market (Supply and Consumption)”, presentation
given to the UNODC expert group meeting: “The evidence
base for drug control in Colombia: lessons learned”, Bogota,
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The 27 EU countries are: Austria, Belgium, Bulgaria, Cyprus,
Czech Republic, Denmark, Estonia, Finland, France, Ger-
many, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Lux-
embourg, Malta, the Netherlands, Poland, Portugal, Romania,
Slovakia, Slovenia, Spain, Sweden and the United Kingdom.
The 4 EFTA countries are: Iceland, Liechtenstein, Norway
and Switzerland.

UNODC, Annual Reports Questionnaire Data; Government
reports; UNODC, 2009 World Drug Report; EMCDDA,
Statistical Bulletin 2009; and United Nations, Department

of Economic and Social Affairs, Population Division, World
Population Prospects: The 2008 Revision, 2009.

Ibid.

World Customs Organization, Customs and Drugs Report
2008, Brussels, June 2009.

Serious Organized Crime Agency (SOCA), The United King-
dom Threat Assessment of Organised Crime, 2009/10, London,
2009.

World Customs Organization, Customs and Drugs Report
2008, Brussels, June 2009
Maritime Analysis Operation Centre (MAOC(N), Statistical
Analysis Report, Lisbon 2009.

Ibid.

MAOC-N, Semi-Submersible Briefing Paper, Lisbon 2008.
Ministerio de Sanidad y Consumo, 2008 National Report to
the EMCDDA by the Reitox National Focal Point, “Spain” New
Development, Trends and in-depth information on selected issues,
Madrid, 2008.

Ministerio del Interior, Secretaria de Estado de Seguaridad,
Centro de Inteligencia contra el Crimen Organizado, “Hash-
ish and Cocaine in Europe”, presentation given to UNODC,
Vienna July 2008.

No data for 2008 received for Poland, Scotland, Ukraine and

Belarus — assumed unchanged levels of seizures
Direction Générale de la Police Nationale, Direction Générale
de la Police Judiciare, Office Central pour la Répression du
Trafic Illicite des Stupéfiants (O.C.R.T.LS.)., Usage et Trafic
des Produits Stupéfiants en France en 2008, Paris, 2009.
UNODC, Annual Reports Questionnaire Data.

US Department of State, International Narcotics Control
Strategy Report, March 2009.

Damian Zaitch, Trafficking Cocaine — Colombian Drug Entre-
preneurs in the Netherlands, Studies of Organized Crime, The
Hague 2002.

US Department of State, International Narcotics Control
Strategy Report, March 2009.

Ibid.

Ibid.

Serious Organised Crime Agency (SOCA), The United King-
dom Threat Assessment of Organised Crime, 2009/10, London,
2009.

Ibid.

US Department of State, International Narcotics Control
Strategy Report, March 2009.

Presidenza del Consiglio dei Ministri, Dipartimento Politiche
Antidroga, Relazione Annuale Al Parlamento Sullo Stato Delle
Tossicodipendenze in Italia 2008, Rome 2009.

Ibid.

Sample of arrested cocaine traffickers (n = 442) for which
nationality was identified; number of all arrested cocaine traf-
fickers in France in 2006: N = 2,561.

UNODC, Annual Reports Questionnaire Data, 2002-2006.
Bundeskriminalamt, Polizeiliche Kriminalstatistik 2008, Wies-
baden 2009.

Bundeskriminalamt, Organisierte Kriminalitiit, Bundeslagebild
2008, Wiesbaden 2009.

Ibid.

These techniques are detailed in the following documents:
United States Office of National Drug Control Policy,
“Cocaine Consumption Estimates Methodology”, September
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2008 (internal paper); Home Office, Sizing the UK market for
illicit drugs, London 2001; Home Office, Measuring different
aspects of problem drug use: methodological developments, Home
Office Online Report 16/06, London 2006; UNODC, 2005
World Drug Report, Volume 1: Analysis, Vienna 2005: and Eu-
ropean Centre for Social Welfare Policy, Ziwo Worlds of Drug
Consumption in Late Modern Societies, Vienna 2009. While
the first model, developed by ONDCP, seems reasonable, it
is based on assumptions, not on actual empirical data from
European countries. The second model is based on empiri-
cal data, but they refer to the situation in one country (UK)
which is not necessarily representative for the rest of Europe.
The third model refers to cocaine use in West and Central
Europe, but it is again derived from a number of underlying
assumptions (such as effectiveness of law enforcement inter-
ventions and importance of regional proximity). The fourth
model is based on empirical data from six cities in Europe,
but applying the use rate found among marginalized users to
all past month users is likely to result in an over-estimate. At
the same time, a basic problem of household surveys, based
on self-reports, is that they are — most likely — showing a sub-
stantial under-estimate of the extent of drug use. It remains
difficult to judge to what extent these errors offset each other
in the final calculation of the amounts consumed.

UNODC, Annual Reports Questionnaire Data; Government
reports; UNODC, 2009 World Drug Report, Vienna 2009;
EMCDDA, Statistical Bulletin 2009, Lisbon 2009; United
Nations, Department of Economic and Social Affairs, Popula-
tion Division, World Population Prospects: The 2008 Revision,
2009; European Centre for Social Welfare Policy, Two Worlds
of Drug Consumption in Late Modern Societies, Vienna 2009;
ONDCEP, “Cocaine Consumption Estimates Methodology”,
September 2008 (internal paper); Home Office, Sizing the
UK market for illicit drugs, London 2001; Home Office,
Measuring different aspects of problem drug use: methodological
developments, Home Office Online Report 16/06, London
2006; UNODC, 2005 World Drug Report, Volume 1: Analysis,
Vienna 2005.

Current Euro values were transformed into constant Euros by
applying the consumer price index for the Euro zone.

Current US dollar values were transformed into constant US
dollar values by applying the US consumer price index.

The unweighted averages of reported purities for countries

in West and Central Europe show a decline at the retail level
from 59% in 1998 (range: 25% - 75%) to 47% in 2005 and
36% in 2008 (range: 16% - 52%). At the wholesale level the
decline was from 78% (range: 55% -90%) in 1998 to 55% in
2008 (range: 26% - 80%).

As some of the decline could have been simply the result of
specific countries reporting in one year, and not in another
year, a modified calculation model was introduced. This
model assumes that the results of non-reporting countries
remained basically unchanged from the previous year (or a
later year) for which data are available. This was done to avoid
changes in the overall average due to the reporting or non-
reporting of countries in specific years. Using this approach
for missing data, changes in the overall average only reflect
actual changes in country-specific purity data. Based on this
model, the average cocaine purities at the retail level in West
and Central Europe declined from 55% in 1998 to 43% in
2005 and 37% in 2008. The wholesale purities declined ac-
cording to this model from 72% in 1998 to 60% in 2005 and
56% in 2008.

This masks, however, two conflicting trends. Retail prices in
constant euros showed a downward trend over the 1998-2005
period (-7%) which was followed by an increase of 9% over
the 2005-08 period, reflecting first signs of supply short-

age. Expressed in constant US$ terms, prices increased from
US$218 per pure gram in 1998 to US$273 per pure gram in
2008 (+25%). Most of the increase took place over the 2005-
08 period (+24%).

Expressed in constant US dollars, purity-adjusted wholesale
prices rose from US$79,400 per kg in 1998 to US$87,300

in 2005 and US$111,600 per kg in 2008, equivalent to an
increase of 28% over the 2005-08 period.

Based on the Annual Reports Questionnaire Data, about 55%
of the seizures made in the Caribbean and 61% of the seizures
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made in South America excluding the Andean countries were
linked to shipments towards Europe in 2008, up from 47%
and 46% respectively in 2002. For seizures made in Africa it
was assumed that the bulk of them was linked to shipments
towards Europe.

Range: 97-122 tons.
Range: 189-232 tons.

UNODC, Annual Reports Questionnaire Data; Government
reports; UNODC, World Drug Report 2009, Vienna 2009;
EMCDDA, Statistical Bulletin 2009, Lisbon 2009; United
Nations, Department of Economic and Social Affairs, Popula-
tion Division, World Population Prospects: The 2008 Revision,
2009; European Centre for Social Welfare Policy, Two Worlds
of Drug Consumption in Late Modern Societies, Vienna 2009.

UNODC, Annual Reports Questionnaire Data; Govern-
ment reports; UNODC, 2009 World Drug Report, Vienna
2009; EMCDDA, Statistical Bulletin 2009, Lisbon 2009;
United Nations, Department of Economic and Social Affairs,
Population Division. World Population Prospects: The 2008
Revision, 2009; Home Office, Sizing the UK market for illicit
drugs, London 2001, Home Office, Measuring different aspects
of problem drug use: methodological developments, Home Office
Online Report 16/06, London 2006; European Centre for
Social Welfare Policy, Two Worlds of Drug Consumption in Late
Modern Societies, Vienna 2009; UNODC, 2005 World Drug
Report, Volume 1: Analysis, Vienna 2005.

“Political Declaration and Plan of Action on International
Cooperation towards an Integrated and Balanced Strategy

to Counter the World Drug Problem”, in United Nations
Commission on Narcotic Drugs, Report on the fifty-second
session (14 March 2008 and 11-20 March 2009), E/2009/28;
E/n.7/2009/12, pp. 37-77.

This newfound role was the result of political shifts both
within the country and beyond its borders. Over the years,
opium cultivation has been dramatically reduced in other
South-West Asian countries due to domestic enforcement,
starting with Turkey in the early 1970s and culminating with
the crackdown on production in the Islamic Republic of Iran
and Pakistan in 1979-80. The Soviet invasion of Afghanistan,
occurring at roughly the same time as the enforcement efforts
in the Islamic Republic of Iran and Pakistan and drought in
South-East Asia, initiated a long period of instability from
which the state is still attempting to recover. More recently,
enforcement efforts in South-East Asia and South America
have increased the relative importance of Afghan illicit pro-
duction.

A recent UNODOC study revealed that Afghans end up paying
upwards of US$2.5 billion in corruption payments annually.

There has never been a national drug use survey in the coun-
try, but household surveys often fail to capture heroin users
in any case, since their addiction leads to marginalization.
‘The government registers known drug users, and while it is
difficult to distinguish trends in the real number of drug users
from trends in the efforts of the government to locate them,
these numbers have been growing.

A rise in seizures in Kazakhstan and Uzbekistan in 2008
reversed this five-year slide.

An average of heroin wholesale kilogram prices in 17 Euro-
pean countries was about US$33,000 in 2007. The price of a
wholesale kilogram of cocaine the same year in the USA was
US$31,000.

CARICC Information Bulletin No 14, March 3, 2008.

Ekaterina Stepanova, “Nezakonnyi oborot narkotikov i ego
sviazi s konfliktami i terrorizmom; Afganistan i Tsentral’naia
Aziia,” in Razoruzhenie i bezopasnost’, 2001-2002; Mezhdu-
narodnaia bezopasnost’, novye ugrozy novogo tysiacheletiia
(Moscow, 2003), pp. 67-68 in Sergey Golinov “Drug Traffi-
cking through the Russia-Kazakhstan Border: Challenge and
Responses*.

Interview.

According to the head of the Tajik Drug Control Agency,
approximately 20 large “networks” control the drug trade in
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Tajikistan, with many smaller groups in the border areas.
Interview, Tashkent, Uzbekistan, October 16 2009.

See M. Madi, “Drug Trade in Kyrgyzstan: structure, implica-
tions and countermeasures”, Central Asian Survey (December
2004) 23 (3-4), p. 253.

“Pure” heroin refers to heroin purity in Afghanistan, which is
about 70%. UNODC’s Russian Federation country office and
the National Research Center on Drug Addiction (NRC) of
the Federal Agency on Health and Social Development im-
plemented a survey on drug treatment centres to understand
the average heroin consumption per day per user in 2009.
According to the survey results, average heroin consumption
per user per day is around 1.87 gram with 5% purity or 0.13
gram of pure heroin (70%) per day per user. The estimated
number of heroin addicts in the Russian Federation is 1.5
million, so the consumption of heroin was estimated at 70
tons per annum.

According to UNODC surveys, the average heroin consump-
tion per user is 1-1.5 gram per day. The cost of one gram of
high quality heroin (around 70% purity) is around US$10-15
in Central Asia. But the typical cost for one gram of heroin
ranges from US$1.5 — 2 at street level. Hence, this would
indicate that street level heroin purity is between 7-10%
([1.5/15] * 70) in Central Asia. Based on daily consumption
(1-1.5 grams per day), the total annual heroin consumption
per user is estimated at 365-550 grams (at 7-10% purity) per
year, the equivalent of 25-55 grams (midpoint 40 grams) of
pure heroin.

UNODC, Drug Supply Reduction: An overview of drug supply
and trafficking in Iran, (www.unodc.org/pdf/iran/drug_crime_
situation/dsr/Supply_Reduction_trends_and_trafficking.pdf).
Information provided by UNODC consultants, June 2008.

UNODC, Addiction, Crime and Insurgency - The transnational
threat of Afghan opium, Vienna, 2009.

Ibid.
Ibid.

This amount is equivalent to the estimated heroin consump-
tion in Italy and Switzerland.

Interview UNAMA, Hirat, Afghanistan, October 30th.

Interview, Turkish law enforcement officials, October 12,

2009.
EUROPOL Annual report, 2008.

SOCA, “The United Kingdom Threat Assessment of Organ-
ized Crime”, October 2009, p.26.

While these estimates are the best currently available, one has
to be aware that they are not based on direct research. This
reflects the absence - for most countries - of any structured
or organized data collection system to arrive at scientifically
sound per capita consumption estimates. Heroin consump-
tion estimates presented in this section should therefore be
treated with caution.

United Nations, Commission on Narcotic Drugs (CND),
Fifty-second session, Vienna, 11-20 March 2009 (UN Doc.
E/CN.7/2009/L.2).

United Nations, Commission on Narcotic Drugs, Report on
the fifty-second session (14 March 2008 and 11-20 March
2009), Official Records of the Economic and Social Council,

2009, Supplement No. 8A (E/2009/28/Add.1).

Chapter 6 - Firearms

1

Ammunition is expended, and thus must be renewed, but
contolling ammunition flows is much more challenging,
because ammunition does not have unique identifying char-
acteristics and ammunitions sales are not generally tracked.
The number of ammunition manufacturers is also much
greater than the number of firearm manufacturers. This makes
ammunition acquisition relatively simple, and therefore less
attractive for transnational organized crime groups.

Small Arms Survey, 2009, Shadows of war, Geneva, Switzer-
land: July 2009.

These estimates are only for firearms, not their parts, ac-
cessories, and ammunition. It also does not include “light
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weapons’, such as heavy machine guns and grenades.

US Department of Justice, Federal Bureau of Investigation
Criminal Justice Information Services Division, 2008 Crime
in the United States, Expanded Homicide data, September
2009.

US Department of Justice, Bureau of Justice Statistics Special
Report, Weapon Use and Violent Crime, September 2003.
Latin American News Security Update, latinnews.com,

18 November 2009.

This does not take into account reserves, because the role of
reserves varies so much between countries. In some countries,
they gather and drill, while in others, they only exist on paper.
South African Police Service, 7he crime situation in South

Africa: 2008/9 Annual Report. Pretoria: SAPS, 2009, p 10.
Ibid, p. 17.

Dreyfus, P, N. Marsh, and M. de Sousa Nascimento, Tracking
the guns: International diversion of small arms to illicit markets
in Rio de Janeiro. Viva Rio, NISAT and ISER: Rio de Janeiro
and Oslo, November 2006, pp. 24-25.

Dreyfus, P, L. Guedes, B. Lessing,, A. Bandeira, M. de Sousa
Nascimento, and P. Rivero, Small Arms in Rio de Janeiro:

The Guns, the Buyback, and the Victims. Geneva: Small Arms
Survey, 2008, p. 64.

Statement available on the website of the Mexican presidency,
htep://www.presidencia.gob.mx.

Instituto Nacional de Estadistica y Geografia (Mexico), mor-
tality database. See: www.inegi.org.mx.

Small Arms Survey, 2009, op cit.

United States Bureau of Justice Statistics (BJS), Firearms use
by offéenders. Washington, D.C.: United States Department of
Justice, 2002, p. 6.

United States Bureau of Justice Statistics, Guns used in crime.
Washington, D.C.: United States Department of Justice,
1995, p. 3.

BJS 2002, op cit., p. 6.

US Department of the Treasury, Bureau of Alcohol, Tobacco
& Firearms, Following the Gun: Enforcing Federal Laws Against
Firearms Traffickers, June 2000.

Klare, M. and Andersen, D., A Scourge of Guns: Diffustion of
Small Arms and Light Weapons in Latin America, Federation of
American Scientists, 1996. Cited in Marsh, N. “Two side of
the same coin? The legal and illegal trade in small arms’. 7he
Brown Journal of World Affairs, Vol. 9, No. 1, 2002, p. 225.
PGR Traffico de armas.

GAO 2009 op cit.

See endnote 18.

GAO 2009, op cit.

GAO 2009, op cit., p. 34.

Under surveillance, one prominent trafficker advised a police
informant, “If you get pulled over, two is no biggie. Four is a
question. Fifteen is, “What are you doing?”” McKinley, J. ‘U.S.
is arms bazaar for Mexican cartels.” New York Times, 25 Febru-
ary 2009.

RITA Research and Innovative Technology Administration,
US Bureau of Transportation Statistics, Border Crossing Data
US-Mexico 1994-2003.

GAO 2009 op cit.

Project Gunrunner Fact Sheet, September 2008.

Attorney General of Mexico, Trdfico de Armas México-USA,
30 April 2009.

Violence Policy Center, Indicted: Types of firearms and methods
of gun trafficking from the United States to Mexico as revealed
in US court documents. Washington, D.C.: Violence Policy
Center, April 2009, p 9.

Small Arms Survey, 2007, Guns and the city, Geneva, Switzer-
land: August 2007.

National Drug Intelligence Center, National Drug Threat
Assessment 2009. \Washingmn, D.C.: Department of Justice,
December 2008.

UNODC ARQ.

Attorney General of Mexico, Indicadores de Gestién en contra
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de la Delincuencia Organizada, April 2009.

Chu, V and Krouse, W., Gun Trafficking and the Southwest
Border. Washington, D.C.: Congressional Research Service,
29 July 2009, pp 15-16.

Norinco, the Chinese manufacturer, is one of the most
commonly detected makes. See Federal Government of
Mexico, Trdfico de Armas México-USA, 30 April 2009.

A former deputy defence minister and member of parliament,
Oleksandr Thnatenko, has stated that some US$32 billion
worth of weapons were stolen between 1992 and 1998. See
Kuzio, Tario, “Ukraine’s decade-long illegal trade in arms”,
Crime, Corruption, and Terrorism Watch, Vol. 2, No. 1, 10
January 2002.

Badrak, V., ‘Ukraine on Arms Market: A view from Kiev’,
Eksport Voordzheniy, May-June 2001, p.2.

‘The Ukrainian Ministry of Defence states that the original fig-
ure upon independence was 7.1 million small arms and light
weapons. The reduction of some 900,000 items between 1992
and 2007 is said to be due to commercial sale and destruc-
tion. The Ministry of Defence states that “between 20-25%”
of the 900,000 were sold. The Ministry recently placed the
number of small arms and light weapons under the control of
the Ukrainian armed forces at some 6.2 million items.

Reported cases falling into one of these two categories include
transfers to Afghanistan (1996), Angola (1992, 2001),

Bosnia and Herzegovina (1992), Burkina Faso (2001), Chad
(2001, 2007, 2008), Cote d’Ivoire (2001), Croatia (1992,
1994), Democratic Republic of the Congo (2001, 2009),
Ecuador (1999), Equatorial Guinea (2004, 2009), Eritrea
(1999, 2001), Ethiopia (1999), Former Yugoslav Republic

of Macedonia (2001), Guinea (2003, 2004), Iraq (2000),
Islamic Republic of Iran (2000, 2001), Kenya (2007, 2008),
Liberia (2001), Libyan Arab Jamahiriya (1996, 2006, 2007),
Sierra Leone (1993, 2001), South Sudan (2007, 2008, 2009),
Sudan (2004), United Republic of Tanzania (1994, 2001) and
Yemen (1999).

According to the SIPRI 2009 Yearbook, there were 16 major
armed conflicts active in 15 locations around the world in
2008 (two more than in 2007), involving the following areas:
Burundi, Somalia, Sudan, Colombia, Peru, USA, Afghanistan,
India (Kashmir), Myanmar (Karen State), Pakistan, Philip-
pines, Philippines (Mindanao), Sri Lanka (‘Tamil Eelam),
Iraq, Israel (Palestinian territories) and Turkey. Many of these
conflicts stretch back decades. The conflict in Myanmar, for
example, has been ongoing since 1948.

The arms embargo concerning the DRC was enacted in Secu-
rity Council resolution 1493 (S/RES/1493 (2003)) and has
been modified several times since then, with the most current
reaffirmation being in 2009 (S/RES/1896), which extends the
mandate of resolution 1807 (S/RES/1807 (2008)). This reso-
lution allowed transfers to the DRC government, but not to
the non-state groups. The United Nations Group of Experts
have reported several instances of suspected transfers involving
Ukrainian aircraft, companies, or arms. See the Final Report
of the Group of Experts on the Democratic Republic of the Congo
(5/2008/773) and subsequent documents.

Arms transfers to non-state groups in South Sudan are embar-
goed under Security Council Resolution 1591 (S/RES/1591
(2005)). The transfers in question were nominally destined for
Kenya, but appear to have been diverted to South Sudan.

One example is Imex Group of the Czech Republic. Imex
acquired 4,000 Ukrainian Makarov pistols on the basis of an
end user certificate stating that the destination of the weapons
was Afghanistan. According to the United States Department
of State, “Imex is run....[an]identified arms trafficker in the
Czech Republic.” See United States House of Representa-
tives, 7he AEY Investigation, Committee on Oversight and
Government Reform, Majority Staff Analysis, 24 June, 2008,
p- 11. The director of Imex has been accused by the Czech
Government of trafficking rocket propelled grenades to the
Democratic Republic of Congo and of illegal shipments of
firearms to Slovakia. See Chivers, C., E. Schmitt and N.
Wood, ‘Supplier Under Scrutiny on Arms for Afghans’, New
York Times, 27 March 2008, p.5.

Wezeman, L., Arms Flows to the Conflict in Chad, SIPRI Back-
ground Paper, August 2009. The United Nations investigated
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the origins of 3,000 AK-47-type derivatives acquired by the
Justice and Equality Movement (JEM), based in eastern
Chad. See United Nations, Report of the Panel of Experts, Unit-
ed Nations $/2007/584, 10 September 2007, p.17. Many

of the assault rifles detected were determined to be of Soviet
manufacture, dating from between 1961 and 1980, but were
otherwise untraceable. See $/2008/647. The UN panel has
also recommended that the Chadian president’s half-brother,
Daoussa Deby, be subject to UN sanctions for violating the
arms embargo on Darfur by supporting the transfer of arms to
militias active there.

While not under embargo, Equatorial Guinea is considered to
be a country with a high risk of diversion. In 2009, a Ukrain-
ian aircraft with a reportedly Ukrainian crew departing from
Zagreb made an emergency landing in Kano, Nigeria and was
found to be carrying 18 crates of mines and ammunition,
reportedly bound for Equatorial Guinea. The aircraft used in
the transfer (UR-CAK serial number 6343707) had recently
been transferred to the Ukrainian air cargo company Merid-
ian, formerly registered with Ukrainian and Moldovan-based
air cargo companies Aerocom and Jet Line International,
companies named in United Nations arms trafficking-related
reports. See House of Commons Business and Enterprise,
Defence, Foreign Affairs and International Development
Committees, Scrutiny of Arms Export Controls (2009): UK
Strategic Export Controls Annual Report 2007, Quarterly Reports
for 2008, licensing policy and review of export control legislation
First Joint Report of Session 200809, London: The Stationery
Office Limited, 19 August 2009.

Small Arms Survey, ‘Supply and demand: Arms flows and
holdings in Sudan’, Sudan Issue Brief, No 15, December 2009.
See House of Commons 2009, op cit.

See the United Nations, Report of the Panel of Experts on Sierra
Leone Diamonds and Arms, December 2000, S/2000/1195.
Schroeder, M and G Lamb, “The Illicit Arms Trade in Africa:
A Global Enterprise’, African Analyst, Third Quarter 2006.
Small Arms Survey 2009 op cit, p. 4.

Jane’s Defence Weekly, IMINT tracks 1-72 tanks toward South
Sudan. 7 July 2009.

Lewis, M., Skirting the Law: Sudans Post-CPA Arms Flows.
Geneva: Small Arms Survey, September 2009, p.40-41.

Lewis 2009 op cit, p.39.

NIS Export Control Observer, Ukrainian Defense Ministry
Newspaper Lauds Ukraine’s Export Control Accomplishments.
Center for Nonproliferation Studies, Monterey Institute of
International Studies, February 2004, p. 13.

International Export Control Observer, Ukrainian Parlia-
mentary Commission Exposes Past Illegal Arms Sales. Center for
Nonproliferation Studies, Monterey Institute of International
Studies, March 2006, p.2.

Lewis 2009 op cit, p.39.

Chapter 7 - Environmental resources

1

These issues are dealt with in the 1989 Basel Convention
on the Control of Transboundary Movement of Hazardous
Wastes and Other Wastes and their Disposal, and the 1987
Montreal Protocol on Substances that Deplete the Ozone
Layer.

For example, TRAFFIC estimates that wild foods (animals as
well as edible plants and herbs) “contribute between 61-79%
of non-rice food consumption by weight” for rural people in
the Lao People’s Democratic Republic. See “What's Driving
the Wildlife Trade? A Review of Expert Opinion on Economic
and Social Drivers of the Wildlife Trade and Trade Control
Efforts in Cambodia, Indonesia, Lao PDR, and Vietnam”,
Traffic/the Wildlife Monitoring Network, October 2008, p. 4.

For example, a recent analysis of poaching data in the
Monitoring the Illegal Killing of Elephants (MIKE)database,
“examined 29 factors that could potentially influence levels
of illegal killing, and identified five factors that strongly cor-
related with levels of illegal killing in Africa. These included
ecosystem type (forests experiencing higher levels of illegal
killing than savannah), actual levels of protection, ease of
human access (e.g. through logging and mining roads), and
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the Corruption Perceptions Index (CPI) produced annually
by Transparency International. The analysis further suggested
that levels of illegal killing, statistically adjusted for effort and
influencing factors, were highest in central Africa (where 63
% of carcasses were found to be illegally killed), followed by
eastern (57 %), west (33 %) and southern Africa (19 %). See:
htep://www.cites.org/eng/cop/15/doc/E15-44-02.pdf.

Ibid.

LAGA, May report (2006). Available at www.laga-enforce-
ment.org/.../LAGA-May%2006-Activity%20report.pdf.

'The Citizen, Seven Dar residents arraigned over export of illegal
ivory export, 22 July 2009.

Interview — INTERPOL Environmental Crime Manager,
October 2009.

TUCN / TRAFFIC / WWE, Status, conservation and trade in
African and Asian rhinoceros: An IUCN, TRAFFIC and WWF
Briefing for the 58" Meeting of the CITES Standing Com-
mittee, Geneva, July 6-10 2009 (2009). Available at hetp://
www.cites.org/common/com/SC/58/E58i-10.pdf.

BIAZA, Poaching for traditional Chinese medicine. Available
at heep://www.biaza.org.uk/public/images/campaigns/rhino-

Docs/chinese.pdf.

BBC, Kenya seizes coffin-stashed ivory. (July 2009), available at
http://news.bbc.co.uk/1/hi/8150890.stm.

Reported on SSN, 18/08/2006. From National Geographic,
Record ivory cache traced to Zambia elephants (2006). Link was
http://news.nationalgeographic.com/news/2006/08/060817-
ivory-dna.html.

Wasser, Samuel et al, Using DNA to track the origin of the
largest seizure since the 1989 trade ban. Proceedings of the
National Academy of Sciences of the Untied States of America
(2007), cited in ibid, p31.

Shepherd, Chris R., Overview of pangolin trade in South East
Asia, in Pantel, S. and Chin, SY (Eds), Proceedings of the
workshop on trade and conservation of pangolins native to south
and southeast Asia. TRAFFIC South East Asia (2009).
Shepherd, Chris R., Overview of pangolin trade in South East
Asia, in Pantel, S. and Chin, SY (Eds), Proceedings of the
workshop on trade and conservation of pangolins native to south
and southeast Asia.

WE. Seized pangolins might have returned to illegal market
(2009) http://www.panda.org/wwf_news/news/?153842/
Seized-pangolins.

Bushmeat Crisis Task Force (2009). Available at http://www.
bushmeat.org/node/184.

Noted in National Geographic News, Asian Pangolins Being
Consumed to Extinction (2009) available at http://blogs.na-
tionalgeographic.com/blogs/news/chiefeditor/2009/07/asian-
pangolins-being-wiped-out.html and reported in Overview of
pangolin trade in South East Asia... TRAFFIC South East Asia
(2009), however actual data not available to EIA at the time
of writing.

Beijing, Shanghai, Tianjin, Wuhan, Haikou, Hangzhou,
Guangzhou, Changsha, Fuzhou, Xi’an, Chengdu, Nanjing,
Nanning, Shenzhen, Dalian and Xiamen.

Beijing, Shanghai, Guangzhou, Kunming, Harbin and
Chengdu.

Wasser, R, and P. Bei Jiao, Understanding Tthe Motivations:
The First Step toward Influencing China’s Unsustainable Wildlife
Consumption. Beijing: TRAFFIC East Asia, January 2010.
WWE, “Ten to Watch in 2010’. See: http://www.panda.org/
about_our_earth/species/about_species/problems/ten_to_
watch_in_2010/.

EIA — A deadly game of cat and mouse - 2009.

Pers. comm. traders in Kathmandu 2002 and seizure tables in

EIA Reports -Tiger Skin Trail- and Skinning the Cat.
Personal communication, Asian Big Cat traders - China 2009.
EIA — The Tiger Skin Trail.

EIA — A deadly game of cat and mouse - 2009.

TRAFFIC, ‘Elephant-size loopholes sustain Thai ivory trade’,
19 June 2009. See: http://www.traffic.org/home/2009/6/19/

elephant-size-loopholes-sustain-thai-ivory-trade.html.

WWE. Available at http://www.panda.org/?156422/Ele-
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phants-under-threat-as-illegal-ivory-price-soars-in-Viet-Nam
CITES Secretariat. SC53, Document 20.1. ‘Conzrol of Trade
in African Elephant Ivory’. (2005).

TRAFFIC, Monitoring of illegal trade in ivory and other
elephant specimens. Submission to CITES CoP 14. Item
14.53.2. Available at http://www.cites.org/eng/cop/14/doc/
index.shtml. See document for analysis methodology and

breakdown of figures.

Milliken, T., R. Burn and L. Sangalakula, 7he Elephant Trade
Information System (ETIS) and the lllicit Trade in Ivory. Sub-
mission to CITES CoP15 Doc. 44.1 A, October 2009.

Wyler, L and P Sheikh, International illegal trade in wildlife:
Threats and US policy. Washington, D.C.: Congressional
Research Service, 2 February 2009, p 5. China is third, after
Canada, in the document, but is second when combined with

Hong Kong SAR.

Field interviews in South-East Asia conducted for this report.
Ibid.

Milliken, T., R. Emsliel and B. Talukdar, ‘African and Asian

Rhinoceroses — Status, Conservation and Trade: A report
from the ITUCN Species Survival Commission (ITUCN/SSC)
African and Asian Rhino Specialist Groups and TRAFFIC
to the CITES Secretariat pursuant to Resolution Conf. 9.14
(Rev. CoP14) and Decision 14.89.November 2009. http://
www.cites.org/common/cop/15/doc/E15-45-01A.pdf.

Testimony of William Clark, Chairman of the INTERPOL
Working Group on Wildlife Crime, before the United States
House of Representatives Committee on Natural Resources, 5
March 2008.

Broad, S for TRAFFIC, Wild Appetite (2008), available at p://
cmsdata.iucn.org/downloads/00_w_c_2008_02_wild.pdf.

See discussion of the seizures recorded in the ETIS database,
below.

WWE. Available at http://www.panda.org/?156422/Ele-
phants-under-threat-as-illegal-ivory-price-soars-in-Viet-Nam.
ETIS is the Elephant Trade Information System which is
managed by the NGO TRAFFIC on behalf of CITES Parties.

Milliken, T., R. Burn and L. Sangalakula, 7he Elephant Trade
Information System (ETIS) and the Illicit Trade in Tvory. Sub-
mission to CITES CoP15 Doc. 44.1 A, October 2009.

There is little evidence of elephant poaching for ivory in Asia
Female Asian elephants lack tusks altogether and even among
the males, there is a very high percentage of genetic tuskless-
ness. Asian elephants have also been domesticated as working
animals, and so are valued assets. In contrast, both African
elephant sexes carry ivory.

Martin, E, and D. Stiles, Care for the Wild, //legal ivory trade
continues: New surveys in Africa and Asia, available at www.
cwiftp.co.uk/web_files/europeanivoryreportupdate.pdf.

The Congressional Research Service in the United States gives
a price range of US$191 to US$900 per kilogram, compiled
from a variety of sources. See Wyler, L and P Sheikh 2009 op
cit.

Dependent upon size, ivory hankos were retailing for between
US$16 and US$$667 in Japan in 2002 . Ivory hankos weigh
between 20 and 100 grams, This suggests a per gram value

of between one and seven dollars for worked ivory. See
Sakamoto, M, Japan Wildlife and Conservation Society, Black
and grey: Illegal ivory in Japanese markets (2002). Available at
heep://www.jwes.org/english/elephant/ivory_trade.html from
hyperlink at bottom.

For 2006. Wasser, SK, et al, Combating the illegal trade in
African elephant ivory with DNA forensics (2008). Available

at conservationbiology.net/data/ccbpdfs/wasser_08_consbio.
pdf Also see Cites [UCN. Reuters, Low ivory prices at first legal
auction in nine years (2008). Available at: http://www.reuters.
com/article/companyNews/idUSLS33155020081028.

Note this is on the high end of the US estimates cited above.

Reuters, Low ivory prices at first legal auction in nine years
(2008). Available at: http://www.reuters.com/article/com-
panyNews/idUSLS33155020081028.

WWE. Available at http://www.panda.org/?156422/Ele-

phants-under-threat-as-illegal-ivory-price-soars-in-Viet-Nam.
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Note, report addresses Asian ivory.

Excerpt from press release, ‘Markets in China create a high de-
mand for illicit ivory, which arrives either directly or through
ports such as Hong Kong, Macao and Taiwan. Japan and
Thailand are also important final destinations, whereas the
Philippines mainly acts as a transit country linked to the ma-
jor importers. Together, these seven countries and territories
account for 62 per cent of the ivory recovered in the 49 largest
seizure cases recorded by ETIS, in Asian crime syndicates based
in Africa fuel illegal ivory surge, available at http://www.traffic.
org/home/2007/5/10/asian-crime-syndicates-based-in-africa-
fuel-illegal-ivory-su.html. Full report: Milliken, T., Burn, R.
W. and Sangalakula, L. - TRAFFIC East/Southern Africa, 7he
Elephant Trade Information System (ETIS) and the illicit trade
in ivory: A report to the 14th meeting of the Conference of the
Parties to CITES (2007) available from: http://www.cites.org/
eng/cop/14/doc/E14-53-2.pdf.

BIAZA, Poaching for traditional Chinese medicine. Available
at htep://www.biaza.org.uk/public/images/campaigns/rhino-
Docs/chinese.pdf. ‘Adds, ‘In contrast, in May 1990, pure gold
was worth about $13,000 per kilo.”

Milliken, T., R. Emsliel and B. Talukdar, ‘African and Asian
Rhinoceroses — Status, Conservation and Trade: A report
from the IUCN Species Survival Commission (IUCN/SSC)
African and Asian Rhino Specialist Groups and TRAFFIC
to the CITES Secretariat pursuant to Resolution Conf. 9.14
(Rev. CoP14) and Decision 14.89.November 2009. http://
www.cites.org/common/cop/15/doc/E15-45-01A.pdf.

EIA - A deadly game of cat and mouse - 2009.
heep://www.tigernet.nic.in/Alluser/Mortality-Map.aspx.

Tiger most endangered , Hindustan Times , New Delhi , 6
Jan 2010: http://www.tigernet.nic.in/Alluser/News_Detail.
aspx?News_Id=116.

TRAFFIC, ‘Final call for pangolins’, 30 June 2008. See:
heep://www.traffic.org/home/2008/6/29/final-call-for-pango-
lins.html.

Pantel, S. and S.Chin Proceedings of the Workshop on Trade and
Conservation of Pangolins Native to South and Southeast Asia.
Singapore: TRAFFIC, 2008, p 14.

See for example WWF/World Bank Alliance, 13 Step Program To
Combat lllegal Logging in Indonesia, January 2005.

Indonesia-UK Tropical Forest Management Programme, Round-
wood Supply and Illegal Logging, 1999.

Personal communication, Chen Hin Keong, Global Forest

Trade Programme Leader, TRAFFIC, 2 March 2010.

Worner, H., Purchasing of Sustainable Raw Material —An Im-
portant Factor for the Vietnamese Forest Industry to Compete in
the International Market: Importance of an functioning chain of
custody. Paper presented at the XIII FAO World Forestry Con-
gress, Buenos Aires 20 October 2009. http://www.cfm2009.
org/es/programapost/ trabajos/94-Woerner%20Heiko.pdf.

Personal communication, Chen Hin Keong, Global Forest
Trade Programme Leader, TRAFFIC, 2 March 2010.

See discussion on “How big is the flow?” below.

WWE, lllegal wood for the European market: An analysis of
the EU import and export of illegal wood and related prod-

ucts (July 2008). Available at: htep://www.wwf.org.uk/
what_we_do/safeguarding_the_natural_world/forests/forest_
publications/?2903/1llegal-wood-for-the-European-market.
Note the methodology for these estimates. See also: WWE,
Failing the forests: Europes illegal timber trade (2005).

Ibid.

Xinhua, ‘Former Guangxi vice chairman gets 18-year jail term
for taking bribes’, 1 September 2009.

‘Vietnam furniture exports set to bounce back next year’.
Vietnam Business Finance News, 20 November 2009
http://www.vnbusinessnews.com/2009/11/vietnam-furniture-
exports-set-to-bounce.html.

For example, in 1999 it was reported that Vietnamese outdoor
furniture manufacturers were buying large quantities of logs
from neighbouring Cambodia, despite the fact that Cambodia
had imposed a total export ban in 1996. Factories in just four
towns were found to have stockpiled up to 260,000 cubic
meters of Cambodian logs, and that at least 70 log trucks

68

69

70
71
72

73
74
75
76
77

78
79
80
81
82

83

84

85

86

87
88

89

90

91

92

93

a day were crossing from Cambodia to Vietnam every day
to fulfill demand for furniture exports. See Global Witness,
Made in Vietnam - Cut in Cambodia, How the garden furniture
trade is destroying rainforests, April 1999. In 2008, investiga-
tions into the Vietnamese garden furniture sector concluded
that high demand from export-orientated manufacturers
combined with low domestic timber production resulted in
about 500,000 cubic metres of keruing and balau logs being
imported from Laos each year, despite Laos having banned log
exports.

Many European companies were found to be buying
uncertified keruing and balau wood outdoor furniture from
Vietnamese companies directly importing illegal Laos logs.
See EIA/Telapak, Borderlines: Vietnam’s Booming Furniture
Industry and Timber Smuggling in the Mekong Region, March
2008.

Forest Trends, Timber Markets & Trade between Laos &
Vietnam: A Commodity Chain Analysis of Vietnamese Driven
Timber Flows, January 2010: heep://www.forest-trends.org/
documents/files/doc_2365.pdf).

Meyfroidt P and E. Lambin, ‘Forest Transition in Vietnam
and displacement of deforestation abroad’. Proceedings of the
National Academy of Sciences, 2009.

In particular, the provinces of Attapeu, Savannakhet and
Khammouane.

Cited in EIA “Thousand Headed Snake”.
Global Witness, A Disharmonious Trade: China and the

Continued Destruction of Burma’s Northern Frontier Forests.
London: Global Witness, 21 October 2009.

EIA “The Last Frontier”.

EIA “Behind the Veneer”.

Ibid.

Ibid.

Report from Illegal Logging Info, May 12 2008
hitp:/fwww.illegal-logging. infolitem_single. php?it_
id=1443¢it=news.

EIA “Thousand Headed Snake”.
http://www.globaltimber.org.uk/pngsi.htm.

EIA “Behind the Veneer”.

See FIA “The Last Frontier” and “Thousand Headed Snake”,

as well as ELSHAM, Army’s Tainted Logging Business in Papua,
July 2002.

Wright, T., ‘Indonesian Army Misses Deadline to Withdraw
Business Activities. Wall Street Journal, 16 October 2009.
Human Rights Watch, Unkepr Promise: Failure to End Military
Business Activity in Indonesia. 10 January 2010, p 7.

World Bank “Strengthening Forest Law Enforcement and
Governance - Addressing a Systemic Constraint to Sustainable
Development”, 2006.

Seneca Creek Associates, LLC for American Forest & Paper
Association, 2004. Illegal” Logging and Global Wood Markets:
The Competitive Impacts on the U.S. Wood Products Industry.
Global Witness (2005) A choice for China — Ending the

destruction of Burma’s northern frontier forests.
Tempo Magazine, “The Rape of Merbau”, March 2005.

World Health Organisation (Per capita total expenditure on
health at international dollar rate, 2004). $118 per capita.

AFP, Activitists Protest Indonesia Deforestation, March 2007.

UNEP Executive Director, Press Release, “Authorities Step Up
Action against Illegal Loggers Threatening the Last Orang-
Utans”, 2007.

UNEDP “The last stand of the orangutan”, 2007.

European Parliament press release, “MEP’s adopt rules to keep

illegal timber off the EU market”, April 2009.

Friends of the Earth, European league table of imports of
illegal tropical timber. Available at: www.foe.co.uk/resource/
briefings/euro_league_illegal _timber.pdf.

A 2008 ITTO report listed EU imports of hardwood rough
sawn lumber from Malaysia at 157,472 cubic meters and
Indonesia at 21,836 cubic meters over the first six months of
2008. It notes a ‘significant slowdown’ in European hardwood
imports from around the globe, against a rise in plywood and



94

95

96
97

98

hardwood flooring imports. See ITTO Market Information
Service, ITTO Tropical Timber Market (TTM) Report. Vol
13, No 18, 16-30 September 2008, pl4.

Seneca Creck Associates, LLC for American Forest & Paper
Association, 2004. Illegal Logging and Global Wood Markets:
The Competitive Impacts on the U.S. Wood Products Indus-
try.

WWE, Illegal wood for the European market: An analysis of
the EU import and export of illegal wood and related prod-
ucts. WWEF: Frankfurt am Main, 2008, p. 17.

James Hewitt, personal communication,. May 2010

WWE, Illegal timber: Hong Kong’s role. Hong Kong: WWF
(forthcoming).

Global Witness, A Disharmonious Trade: China and the

Continued Destruction of Burma’s Northern Frontier Forests.

London: Global Witness, 21 October 2009

Chapter 8 - Counterfeit products

1

10

11
12

13

14

15
16
17
18
19

20

21

For the purposes of this chapter, the sale of pirated CDs and
DVDs is considered counterfeiting, because the goods are
packaged in such a way that the buyer may believe they are
purchasing authorized material.

World Customs Organization, Customs and IPR Report 2008.

International Chamber of Commerce-Commercial Crime
Services, Counterfeiting Intelligence Bureau.

Dryden, J. Counting the Cost: The Economic Impacts of Coun-
terfeiting and Piracy Preliminary Findings of the OECD Study,
January 2007. Dryden emphasized that this estimate “does
not include the very large volumes of fakes produced and con-
sumed within economies, where in some sectors, like music,
“domestic” counterfeiting and piracy appear to predominate.
It does 7ot include the (certainly higher) prices charged to
final purchasers, nor the (higher still) prices of equivalent
genuine articles.” It does, however, include “pirated” material,
which is broader than the definition used in this chapter.
China customs website, Statistice of China customs’ seizures
1996-2004, see: http://english.customs.gov.cn/publish/por-
tal191/tab7039/inf070267.htm.

See: http://ec.europa.eu/taxation_customs/resources/docu-
ments/statistics_en_2000.pdf

Xinhua, China deals with 200,000 cases involving counterfeit,
shoddy goods in 2009, 5 January 2010.

Xinhua, China seizes counterfeit commodities worth 1.55 bin
yuan in 2008, 14 March 2009.

Xinhua, Transnational software pirating case adjudged in Shang-
hai, 18 June 2009.

Xinhua, Chinese believe corruption biggest blot on nation’s im-
age: poll, 6 January 2010.

World Customs Organization, 2008, op cit.

United States Customs, Intellectual Property Rights Seizure
Statistics: Fiscal Year 2009.

European Commission, Report on EU Customs Enforcement of
Intellectual Property Rights, Results At The European Border —
2008. Brussels: European Commission, 2009.

The United Arab Emirates was the second most common
source of counterfeits, accounting for 12% of the items seized,
and the leading source of counterfeit cigarettes. The leading
source of counterfeit medicines, however was India (some
1,500 cases in 2008), with “lifestyle drugs” being prevalent
among those seized.

European Commission, op cit, p. 8.

European Commission, op cit.

European Commission, op cit., p.22.

European Commission, op cit., p.14.

European Commission, Enterprise and Industry, Footwear
statistics, see: http://ec.europa.eu/enterprise/sectors/footwear/
statistics/.

La Cerca, La Policia Nacional interviene mds de 1.666.000
articulos infantiles y juveniles falsificados dirigidos al mercado
naviderio, 8 December 2009.

China Daily, Suspects charged for forging Gillette, 19 September

22

23

24
25

26

27

28

29

30

31

32

33

34

35
36

37
38

39

40

41

42

43

44

2007.

Tilley, Nick and Hopkins, Matt, Business views of organised
crime, UK Home Office, December 2008.

This includes US$205 million for 10,288 seizures from
mainland China, US$27 million for 1680 seizures from Hong
Kong, China, and US$3 million for 279 seizures from Taiwan
Province of China

European Commission, op cit

European Commission, Enterprise and Industry, Footwear
statistics, see: http://ec.europa.eu/enterprise/sectors/footwear/
statistics/.

Cémaras (presentation), El consumidor ante las falsificaciones
y las imitaciones, https://www.camaras.org/publicado/
andema/PDF/los_consumidores_ante_las_copias_2006__ver-
sion_final__ 2ppt.pdf

Ledbury Research, Consumer Survey: Clothing and Footwear.
London: Alliance Against IP Theft, 2007; Ledbury Research,
Consumer Survey: Fragrance Sector. London: Alliance Against
IP Theft, 2007; Ledbury Research, Consumer Survey: Watch
Sector. London: Alliance Against IP Theft, 2007.

For example, operation ‘MEDI-FAKE’ in late 2008 detected
more than 34 million illegal medicines in a two-month
period, including antibiotics, anti-cancer, anti-malaria and
anti-cholesterol medicines, as well as painkillers, Viagra and
drug precursors. See: European Commission press release,
Customs: Millions of illegal medicines stopped by ‘MEDI-FAKE’
action, 16 December 2008.

World Health Organization, Counterfeit Medicines: An update
on estimates, 15 November 2006.

Newton, Paul; Green, Michael; Fernandez, Facundo; Day,
Nicholas; and White, Nicholas, “Counterfeit anti-infective
drugs”, The Lancet Infectious Diseases, Vol. 6 Issue 9, Septem-
ber 2006, p. 603-605.

“Excludes unaudited markets, and Russia, Ukraine and Bela-
rus audited data. Sales cover direct and indirect pharmaceuti-
cal channel pharmaceutical wholesalers and manufacturers.
The figures above include prescription and certain over-the-
counter data and represent manufacturer prices.” IMS, Global
Pharmaceutical Sales by Region, 2007 (see: htep://www.
imshealth.com/deployedfiles/imshealth/Global/Content/Stat-
icFile/Top_Line_Data/GlobalSalesbyRegion.pdf).

Newton, B, et al, ‘A Collaborative Epidemiological Investiga-
tion into the Criminal Fake Artesunate Trade in South East
Asia’. PLoS Med, Vol 5, No 2, 2008.

Sengaloundeth, S., et al, ‘A stratified random survey of the
proportion of poor quality oral artesunate sold at medicine
outlets in the Lao PDR — implications for therapeutic failure
and drug resistance’. Malaria Journal, Vol 8, No 172, 2009.
Pharmaceutical Security Institute, Geographic Distribution
(see: http://psi-inc.org/geographicDistributions.cfm).
Newton, B, et al, op cit.

See “Malaria: Fake antimalarial drugs analysis highlights
threat to global health”, Biotech Business Week, 25 February
2008.

Maponga, Charles and Ondari, Clive, op.cit.

INTERPOL, ‘Police across Southeast Asia target counterfeit
medicines in multi-agency operation’. Press release, 17 No-
vember 2008.

INTERPOL, INTERPOL applauds Southeast Asia Opera-
tion Storm II’s success in disrupting trade of counterfeit
medical products’. Press release, 27 January 2010.

Taylor, RB et al, ‘Pharmacopoeial quality of drugs supplied by
Nigerian pharmacies’. 7he Lancet, Vol. 357, June 16, 2001.
Ofori-Kwakye, K, Y. Asantewaa and O. Gaye, ‘Quality of
Artesunate Tablets Sold in Pharmacies in Kumasi, Ghana'.
Tropical Journal of Pharmaceutical Research, Vol 7, No 4, pp.
1179-1184, 2008.

Maponga, Charles and Ondari, Clive. 7he quality of antima-
larials: A study in selected Afvican countries. WHO, 2003.
INTERPOL, Operation Mamba (IMPACT) — targeting coun-
terfeit medicines in Tanzania and Uganda, 29 October 2008.
INTERPOL, Arrests and major seizure of counterfeit medicines
across Egypt follow international co-operation with INTERPOL

295



296

45

46

47

48
49
50

51

52

53
54
55
56
57
58

59

60

61

62

63

64

65

and IMPACT stake-holders, 29 May 2009.
See The Problem of Counterfeit Medicines in the Common-

wealth, Commonwealth Business Council Working Group on
Healthcare, May 2007.

Aldhous, Peter, ‘Counterfeit pharmaceuticals: In the line of
fire’, Nature, Vol. 434, p. 134, 10 March 2005.

BBC News, Belgians seize Africa-bound drugs, 3 October
2008. In June 2009, Nigeria had seized a large consignment
of counterfeit anti-malarial drugs made in China but falsely
labelled ‘Made in India’. The Chinese government has taken
the matter seriously, sentencing the six Chinese citizens
responsible to death. (see: Nwezeh, K., ‘Fake Drugs - China
Apologises to The Government’, 7his Day (Nigeria), 21
September 2009; Dasgupta, S., ‘Death for 6 Chinese traders
faking ‘Made in India’ tags,” 7he Times of India, 10 December,
2009.

Personal communication, Paul Newton,. December 2009.
Based on official trade statistics of China.

Chinese Government White Paper, Overview of Drug Supply,
Quality and Safety (see: http://www.china.org.cn/government/
whitepaper/2008-08/20/content_16282307.htm).

For example, at least nine people were recently hospitalized
and two died from consuming a counterfeit diabetes drug in
the Xinjiang Uygur Autonomous Region. See: Xinhua, Fake
diabetes drug hospitalizes 9 in NW China’s Xinjiang, 3 February
2009.

Under Section 17-B of the Indian Drugs and Cosmetics Act,
1940, a drug is considered “spurious” if the label or container
bears the name of an individual or company purporting to be
the manufacturer of the drug, which individual or company
is fictitious or does not exist; or it purports to be the product
of a manufacturer of whom it is not truly a product or it is
manufactured under a name which belongs to another drug.
See Sheth, P et al, Extent of spurious (counterfeit) medicines in
India. New Delhi: SEARPharm, 2007.

Ibid.
Ibid.

Bogdanich, W., ‘Chinese chemicals flow unchecked onto
world drug market.” New York Times, 31 October 2007.

Xinhua, Chinas ministries work together to bust online counter-
feit drug dealers, 15 May 2009.

Bate, R., “The deadly world of fake drugs’. Foreign Policy,
October 2008.

Personal communication from a contributing editor at
Pharmabiz, a Mumbai-based pharmaceutical trade magazine

‘Drug authorities file case against Shree Vinayak Trading Co
for selling spurious drugs’. Phamabiz. (Mumbai), 16 Novem-
ber 2009.

The consignments consisted of 500 kg of roxithromycin
from Sinobright Development International in the name

of licensed manufacturer Zhejiang Zheuan of China and
addressed to Envee Drugs, Ahmedabad, 400 kg of proges-
terone imported from Thiango International on behalf of a
manufacturer called Shen Zhou Pharmaceutical and destined
for Mumbai’s Khokhani & Co., and two tons of cimetidine
shipped by Zhe Zhiang Chemicals Importers and Exporters
for a manufacturer called Jiangxi Juermei that was addressed
to Sheetal Pharma of Mumbai. All the three consignments
were imported by unregistered manufacturers who falsely used
the name of producers that were registered in India. They
were imported classified as “chemicals” so as to avoid routine
monitoring for pharmaceutical products. The total worth of
the seizures was around US$220,000. See Pharmabiz source
above.

Judicial Protection of IPR in China, ‘GlaxoSmithKline
Case Study’ (see: http://www.chinaiprlaw.com/english/news/
newsl4.htm).

International Narcotics Control Board, Report for 2009, p. 95.

Interviews with law enforcement source in India, November

2009.

China State Food and Drug Administration (see: http://www.
sda.gov.cn/WS01/CL0108/41834.html).

See Intellectual Property violations seizures at China customs

66

67

10

11

12

13

14
15

16
17
18

19

20

21

website: http://english.customs.gov.cn/publish/portal 191/

See, for example, Episcom Business Intelligence Ltd., 7he
Outlook for Pharmaceuticals in South East Asia to 2013,
September 2009.

Bennett, S., J. Quick, and G. Veldsquez, Public-Private Roles
in the Pharmaceutical Sector: Implications for equitable access

and rational drug use. Geneva: World Health Organisation,
1997, p 39.

According to Article 101 of the United Nations Convention
on the Law of the Sea, piracy is:

(a) any illegal acts of violence or detention, or any act of
depredation, committed for private ends by the crew or the
passengers of a private ship or a private aircraft, and directed:

(i) on the high seas, against another ship or aircraft, or
against persons or property on board such ship or
aircraft;

(ii) against a ship, aircraft, persons or property in a place
outside the jurisdiction of any State;

(b) any act of voluntary participation in the operation of a
ship or of an aircraft with knowledge of facts making it a
pirate ship or aircraft;

(c) any act of inciting or of intentionally facilitating an act
described in subparagraph (a) or (b).

According to Articles 91 and 92 of the Convention on the
Law of the Sea, “Ships have the nationality of the State whose
flag they are entitled to fly,” and “Ships shall sail under the
flag of one State only and... shall be subject to its exclusive
jurisdiction on the high seas.”

International Expert Group on Piracy off the Somali Coast,
Piracy off the Somali Coast: Final Report, November 2009, p. 13.

Congressional Research Service, Piracy off the Horn of Africa,
April 24, 2009, p. 3.

UN-IRIN, ‘More Somali Migrants Drown off Yemeni Coast,
March 1, 2009.

Maritime Resources Assessment Group, Review 0f Impacts
of lllegal, Unreported and Unregulated Fishing on Developing
Countries, Synthesis Report for the UK’s Department for
International Development (DFID), July 2005.

Azim, Sayyid, ‘African Businesses Hit Hard; Tourists Scared
Off By Pirates,” Somaliland Times, Issue 200, November 13,
2005.

International Expert Group on Piracy off the Somali Coast,
Piracy off the Somali Coast: Final Report, November 2009, p. 14.
For more information, see the WFP website, www.wip.org,
for example ‘Security stops WEP in southern Somalia,” 6
January 2010.

International Expert Group on Piracy off the Somali Coast,
Piracy off the Somali Coast: Final Report, November 2009, p. 15.
ICC-International Maritime Bureau. Piracy and armed robbery
against ships: 2009 Annual Report, January 2010.

EU NAVFOR Somalia, Maersk Alamaba evades pirate atrack
off Somali coast, 18 November 2009.

BBC News, ‘Somali Piracy ‘Reduces Tuna Haul,’ January 22,
2009.

Ibid.

International Expert Group on Piracy off the Somali Coast,
Piracy off the Somali Coast: Final Repors, November 2009, p. 20.
Ibid, p. 17

Ibid, p. 11.

International Maritime Bureau. Piracy and armed robbery
against ships: 2009 Annual Report, January 2010, p. 11.

Assuming a vessel worth US$100 million. Marcus Baker, head
of the marine practice at Marsh insurance broker, quoted in
‘As Somalian pirates widen their horizons, the cost of ship
insurance is soaring,’” Times Online, 1 December 2009.

United States Department of Energy, Energy Information Ad-
ministration, World Oil Transir Chokepoints: Bab el-Mandab,
January 2008.

Congressional Research Service, Piracy off the Horn of Africa,



22

23
24
25

26
27

28

29
30

31

32
33

34

35

36

37

38

39

40

41

April 24,2009, p. 10

International Expert Group on Piracy off the Somali Coast,
Piracy off the Somali Coast: Final Report, November 2009.

Ibid, p. 14.
Ibid, p. 18.

Congressional Research Service, Piracy off the Horn of Africa,
April 24, 2009, p. 8.

ICC-IMB 2008 Report and ICC-IMB 2009 Report.

International Expert Group on Piracy off the Somali Coast,
Piracy off the Somali Coast: Final Report, November 2009, p.
18.

Reported Incidents of Somali Pirate Attacks and Hijackings

in the Gulf of Aden for 2008, UISAT/UNITAR, 13 January
2009. Available at: http://unosat.web.cern.ch/unosat/freep-
roducts/somalia/Piracy/UNOSAT_Piracy_Gulf_Aden_2008_
Lowres_v7.pdf

Ibid, p. 14.

ICC-International Maritime Bureau. Piracy and armed robbery
against ships: 2009 Annual Report, January 2010.

International Expert Group on Piracy off the Somali Coast,
Piracy off the Somali Coast: Final Report, November 2009, p.
19.

Ibid, p. 32.

United Nations Security Council, Report of the Secretary-
General pursuant to Security Council resolution 1846 (2008),
$/2009/146, 16 March 2009, para. 5.

Ibid.

Hbges, Clemens., “Looking for the Good Guys off the Somali
Coast,” Spiegel, June 10, 2008.

International Expert Group on Piracy off the Somali Coast,
Piracy off the Somali Coast: Final Report, November 2009, p. 17.

United Nations Security Council, Report of the Secretary-
General pursuant to Security Council resolution 1846 (2008),
$/2009/146, 16 March 2009, para. 25.

Wright, Robert, ‘Somali pirates free tanker after record ran-
som,” Financial Times, 18 January 2010.

Harper, Mary, “Chasing the Somali Piracy Money Trail,” BBC,
May 24, 2009. BBC claims that these figures were taken from
a UN report which had gathered information from pirates
based in the north-eastern village of Eyl.

Quoted in van Huijgevoort, Saskia, ‘Piracy: coast guards
become pirates,” Radio Netherlands Worldwide, July 1, 2009.

SC Resolution 1816 (June 2008) authorized states acting

in cooperation with and with prior notification of the TFG

to “enter the territorial waters of Somalia for the purpose of
repressing acts of piracy and armed robbery at sea” and to
“use, within the territorial waters of Somalia, in a manner
consistent with action permitted on the high seas with respect
to piracy under relevant international law, all necessary means
to repress acts of piracy and armed robbery.” The initial au-
thorization lasted for six months from June 2008. Resolution
1838, adopted in October 2008, called on states with military
capabilities in the region to contribute to anti-piracy efforts
and clarified the standing of the authorization contained in
Resolution 1816 with respect to international law. At the
request of the TFG, the mandate established in Resolution
1816 was extended for 12 months in December 2008 in Res-
olution 1846. In December 2008, Resolution 1851 expanded
the mandate by authorizing states and regional organizations
that are acting at the TFG’s request to “undertake all necessary
measures that are appropriate in Somalia [italics added] for
the purpose of suppressing acts of piracy and armed robbery
at sea.” Resolution 1846 authorized the provision of technical
assistance to TFG personnel and forces “to enhance the capac-
ity of these States to ensure coastal and maritime security”

in accordance with procedures outlined in Resolution 1722.
Under paragraphs 11 and 12 of Resolution 1722, the supply
of technical assistance to Somali “security sector institutions”
is authorized provided that prior case-by-case notification is
made to the U.N. arms embargo Committee for Somalia.

Resolution 1851 provides similar authorization to weapons
and military equipment destined for the sole use of Member
States and regional organizations undertaking authorized anti-
piracy operations in Somali waters. The transfer of weaponry
to Somali maritime security forces would require separate

42

10

11
12

13
14
15

16

17
18

authorization from the Security Council. The African Union’s
Peace, Security Council and the TFG have requested that the
broader U.N. arms embargo be amended or lifted in order to
improve the capabilities of forces fighting Islamist insurgents.

“Kenya ‘will try Somali pirates,” BBC, April 16 2009.

One estimate places the number of Internet users at some 1.5
billion people in 2008. For recent statistics see: http://www.
itw.int/ITU-D/icteye.default.asp.

For a brief history of the Internet, including its military
origins, see: Leiner, Cerf, Clark, Kahn, Kleinrock, Lynch,
Postel, Roberts, Wolff, A Brief History of the Internet, available
at: http://www.isoc.org/internet/history/brief.shtml.

Regarding approaches to define and categorize cybercrime see:
Australian Institute for Criminology , Cybercrime, Defini-

tion and General Information— available at: htep://www.
aic.gov.au/topics/cybercrime/definitions.html; Council of
Europe, Explanatory Report to the Convention on Cybercrime,
No. 8.; Gordon/Ford, ‘On the Definition and Classifica-

tion of Cybercrime,” Journal in Computer Virology, Vol. 2,

No. 1, 20006, page 13-20; Chawki, Cybercrime in France: An
Overview, 2005, December 2005, Wilson, Botners, Cyber-
crime, and Cyberterrorism: Vulnerabilities and Policy Issues for
Congress, Congressional Research Service, January 2008, page
4; Cybercrime, Report of the Parliamentary Joint Committee
on the Australian Crime Commission, 2004, page 5; Hayden,
‘Cybercrime’s impact on Information security, Cybercrime
and Security, I1A-3, page 3; Hale, ‘Cybercrime: Facts & Figures
Concerning this Global Dilemma,” CJ7 2002, Vol. 18; Forst,
Cybercrime: Appellate Court Interpretations, 1999, page 1.

Canadian Security Intelligence Service, Transnational criminal
activity: a global context, 2000; Choo, Trends in Organized
Crime, 2008, page 273.

Ealy, A New Evolution in Hack Attacks: A General Overview of
Types, Methods, Tools, and Prevention, page 9.

Arthur, Charles, ‘Alleged controllers of ‘Mariposa’ botnet ar-
rested in Spain,” Guardian, 3 March 2010.

In order to limit the availability of such tools, some countries
criminalize the production and offer of such tools. An exam-
ple of such a provision can be found in Art. 6 of the European
Convention on Cybercrime.

See “Development Gateway’s Special Report, Information
Society — Next Steps?”, 2005, available at: http://topics.
developmentgateway.org/special/informationsociety.
Presentation of Tom Ilube at the Wilton Park Conference
Tackling Organised Crime: Assessing the Impact of the Economic
Crisis, 26 June 2009.

For more details on the automation of spam mails and the
challenges for law enforcement agencies, see: Berg, “The
Changing Face of Cybercrime — New Internet Threats create
Challenges to law enforcement agencies’, Michigan Law
Journal 2007, page 21.

Ealy op. cit. p. 9 et seq.

The Online-Community HackerWatch publishes regular
reports on hacking attacks. Based on their sources, more
than 250 million incidents were reported in only one month
(August 2007). Source: http://www.hackerwatch.org.

See CC Cert, “Overview of Attack Trends”, 2002, page 1.
The “Mariposa” botnet. See Arthur, op.cit.

Nearly 50% of all fraud complains reported to the United
States Federal Trade Commission are related to a amount paid
of less than US$25. See Consumer Fraud and Identity Theft
Complain Data — January — December 2006, Federal Trade
Commission , available at: http://www.consumer.gov/sentinel/

pubs/Top10Fraud2006.pdf.

This includes losses due to intellectual property theft, and
involves losses to companies, rather than gains to cybercrimi-
nals. See: http://www.mcafee.com/us/about/press/corporate/2
009/20090129_063500_j.html.

See footnote 1.

Finklea, ‘Identity Theft: Trends and Issues,” CRS, 2009,

297



298

19

20

21

22

23

24

25

26

27
28

29
30

31

32
33

34

35
36

37

38

39

R40599, page 9.

Martin, Phishing for Anwers: Exploring the Factors that Influ-
ence a Participants Ability to Correctly Identify Email, 2008,
page 1.

Consumer Fraud and Identity Theft Complaint Data, January
— December 2005, Federal Trade Commission, 2006.

Credit card information can be exploited electronically (by
placing orders online, for example) or by imprinting this
information on blank credit cards. In both cases, the problem
remains of “cashing out” on goods so acquired, but there are
groups who specialize in this process. Large networks are also
required for extracting cash advances, which typically have a
daily limit and may require secondary forms of identification.

Symantec, Report on the Underground Economy, July 07 — June
08, 2008, page 18.

See: Epstein/Brown, ‘Cybersecurity in the Payment Card
Industry, University of Chicago Law Review, Vol. 75, 2008,
page 205.

The following section describes email-based phishing attacks,
compared to other phishing scams, which may, for example,
be based on voice communications. See: Gonsalves, Phishers
Snare Victims with VoIP, 2006.

Regarding the different phases of phishing see: OECD Scop-
ing Paper on Online Identity Theft, Ministerial Background
Report, DSTI/CP(2007)3/FINAL, page 18.

APWG Phishing Activity Trends Report, 1st Half 2009, Page
3.

Tbid p. 7.

“Phishing” shows a number of similarities to spam emails. It
is thus likely that organised crime groups that are involved

in spam are also involved in phishing scams, as they make
use of the same spam databases. Regarding spam, see above:
Offenders have developed advanced techniques to prevent
users from realising that they are not on the genuine website.
For an overview about what phishing mails and the related
spoofing websites look like, see: http://www.antiphishing.org/
phishing_archive/phishing_archive.html.

Martin, op. cit., page 2.

See Dhamija/Tygar/Hearst, “Why Phishing Works’, page 1,
available at: http://people.seas.harvard.edu/ - rachna/papers/
why_phishing_works.pdf; that refers to Loffesness, “Respond-
ing to “Phishing” Attacks”, Glenbrook Partners (2004).
Gercke, ‘Criminal Liability for Phishing and Identity Theft,
Computer und Recht, 2005, page 606 et. seq.

APWG, Phishing Activity Trends Report, 1st Half 2009, Page 3.

For more details see: Techniques of Identity Theft, CIPPIC
Working Paper No. 2 (ID Theft Series), 2007, page 15.

Regarding the use of malicious software in phishing cases

see: Federal Deposit Insurance Corporation, Putting and End
to Account-Hijacking Identity Theft, 2004, page 10; Emigh,
Online Identity Theft: Phishing Technology, Chokepoints and
Countermeasures, ITTC Report on Online Identity Theft
Technology and Countermeasures, 2005, page 8 et seq,
Scoping Paper on Online Identity Theft, OECD Ministerial
Background Report, DSTI/CP/2007)3/FINAL, page 16 et
seq.

Paget, Identity Theft, McAfee White Paper, 2007, page 8.
Regarding the various installation processes see The Crimeware
Landscape: Malware, Phishing, Identity Theft and Beyond, page
21 et seq. - available at: http://www.antiphishing.org/reports/
APWG_CrimewareReport.pdf.

See: The Crimeware Landscape: Malware, Phishing, Identity
Theft and Beyond, page 4 et seq. - available at: hetp://www.
antiphishing.org/reports/ APWG_CrimewareReport.pdf.

In the early years of IT development, the term “hacking”

was used to describe the attempt to get more out of a system
(software or hardware) than it was designed for. Within this
context, the term “hacking” was often used to describe a
constructive activity.

See Levy, Hackers, 1984; Hacking Offences, Australian
Institute of Criminology, 2005 — available at: http://www.aic.
gov.au/publications/htcb/htcb005.pdf; Zaylor, Hacktivism: In
Search of lost ethics? in Wa//, Crime and the Internet, 2001,

40

41

42

43

44

45

46

47

48
49

50

51

52
53
54

55

56

57

58

59

60

page 61.

See the statistics provides by HackerWatch. The Online-Com-
munity HackerWatch publishes reports about hacking attacks.
Based on their sources, more than 250 million incidents were
reported Biegel, Beyond our Control? The Limits of our Legal
System in the Age of Cyberspace, 2001, page 231 et. seq. in the

month of August 2007. Source: www.hackerwatch.org.

See: Techniques of Identity Theft, CIPPIC Working Paper No.
2 (ID Theft Series), 2007, page 19; Information Security,
Agencies Report Progress, but Sensitive Data Remain at Risk,
Statement of G. C. Wilshusen, Director, Information Security

Issues, 2007, GAO Document: GAO-07_935T, page 11.

Putting and End to Account-Hijacking Identity Theft, Federal
Deposit Insurance Corporation, 2004, page 10; [dmtz‘ty
Crime, Final Report, Model Criminal Law Officers' Commit-
tee of the Standing Committee of Attorneys-General, 2008,
page 5; Paget, Identity Theft, McAfee White Paper, 2007,
page 6; Finklea, Identity Theft: Trends and Issues, CRS, 2009,
R40599, page 2.

‘Hacker Pleads Guilty in Vast Theft of Credit Numbers,” New
York Times, 11.09.2009.

Regarding the relation between identity-related offences and
money laundering see: Results of the second meeting of the
Intergovernmental Expert Group to Prepare a Study on Fraud
and the Criminal Misuse and Falsification of Identity, Report
to the Secretary-General, 2007 E/CN.15/2007/8/Add. 3,
page 12.

UNODC, Fraud and the criminal misuse and falsification of
identity, 2007; Uniting against Terrorism: Recommenda-
tions for a Global Counter-Terrorism Strategy, 27.04.2006,
AJ60/825, Page 13.

Report on Identity Thefi, A Report to the Ministry of Public
Safety Canada and the Attorney General of the United States,
Bi-national Working Groud on Cross-Border Mass Market-
ing Fraud, 2004; Paget, Identity Theft — McAfee White Paper,
2007, page 10.

Brenner, ‘Organized Cybercrime’, North Carolina Journal of
Law & Technology, 2002, Issue 4, page 27.

Choo, Trends in Organized Crime, 2008, page 273.

See for example: Great Britain Crown Prosecution Service,
Convictions for internet rape plan, Media release, 01.12.2006.

Ward, ‘Boom times for hi-tech fraudsters,” BBC News,
28.09.2005; Regan, ‘DOJ Busts up Global Phishing Ring,
Charges 28, E-Commerce Times, 19.05.2008.

Cybersource, Sixth annual UK on-line fraud report. London:
Cybersource, 2010.

APWG, Phishing Activity Trends Report, 1st Half 2009, Page 7.
Ibid.

Symantec, Global Internet Security Threat Report, Trends for
2008, Vol. XIV, 2009, page 16.

Internet Crime Complaint Center, 2008 Internet Crime Re-
port: htep:/[www.ic3.gov/media/annualreport/2008_ic3report.
pdf.

US District Court, District of New Jersey, indictment. See:

http://www.justice.gov/usao/nj/press/files/pdfhiles/firewallin-
dct1028.pdf.

US District Court, District of Massachusetts, indictment. See:
http://www.justice.gov/usao/ma/Press%200ffce%20-%20
Press%20Release%20Files/ID Theft/ Gonzalez,%20Albert%20
-%20Indictment%20080508.pdf.

US District Court, District of New Jersey, indictment. See:
hetp://www.justice.gov/usao/nj/press/press/files/ pdffiles/ Gon-
zIndictment.pdf.

Times Newsweekly, ‘Fraud ring smashed, indictment names
48, 21 May 2009.

Federal Trade Commission, Identity Theft Survey Report, 2006.

Similarly, of some 73,000 complaints to the US national In-
ternet Crime Complaint Center in 2008, the most commonly
reported offences were non-delivery of purchased goods and
auction fraud, accounting for 57% of all complaints. Only
2.5% involved identity theft (about 1800 complaints), slightly
fewer than complaints of advance fee fraud. Reported losses to
all forms of computer crime that year totalled some US$265
million. If the value of the losses were proportional to the



61

62
63

64

65
66

67

68

69

70

71

72

73

74

75

76
77
78

79

80

81
82
83

84

85

number of complaints, the loss due to reported identity theft
would be US$6,625,000. What share this would represent
of all losses is unclear. See Internet Crime Complaint Center,
2008 Internet Crime Report: http://www.ic3.gov/media/
annualreport/2008_ic3report.pdf.

According to the Javelin Strategy & Research 2007 Identity
Fraud Survey, see: http://www.privacyrights.org/ar/idtheft-
surveys.htm#BBB. This trend also appears to be born out for
cyber identity theft in the work of Cybersource, 2010, op cit.

Paget E., Identity Theft, McAfee White Paper, page 10, 2007.

“The table below publishes the new estimate for the cost of
identity fraud to the UK Economy - £1.2 billion... The first
estimate of the cost of identity fraud came from the Cabinet
Office report ‘Identity Fraud: A Study’ in 2002: £1.3 billion.
In February 2006 an updated figure of £1.7 billion, was
published, with a breakdown between organisations, follow-
ing work by the IFSC. The Government made it clear that the
£1.7 billion estimate was a one-off update and future costs
exercises would be based on a new more robust methodology
that was being devised by the IFSC.” http://www.identit-
ytheft.org.uk/cms/assets/cost_of_identity_fraud_to_the_uk_
economy_2006-07.pdf.

Public Safety and Emergency Preparedness Canada, Report on
Identity Theft, October 2004.

Symantec, op. cit.

For comparative purposes, licit credit card transactions were
valued at just over US$2.1 trillion in 2006. See Symantec
Global Internet Security Threat Report, Trends for 2008, Vol.
XIV, 2009, page 86.

Bloxsome/Kuhn/Pope/Voges, The Pornography and Erotica
Industry: Lack of Research and Need for a Research Agenda,
Griffith University, Brisbane, Australia: 2007 International
Nonprofit and Social Marketing Conference, 27-28 Sep 2007,
page 196.

Regarding the risk of detection with regard to non Internet-
related acts see: Lanning, Child Molesters: A Behavioral
Analysis, 2001, page 63.

Carr, Child Abuse, Child Pornography and the Internet, NCH,
2004, page 17.

Sexual Exploitation of Children over the Internet, Report for the
use of the Committee on Energy and Commerce, U.S. House
of Representatives, 109th Congress, 2007, page 8 et seq.
Carr, op. cit., p 11.

See in this context for example: Carr, Child Abuse, Child
Pornography and the Internet, 2004, page 8.

Bunzeluk, K, Child sexual abuse images: An analysis by Cy-
bertip.ca. Winnipeg: Canadian Centre for Child Protection,
November 2009, p. 54.

Healy, Child Pornography: An International Perspective, 2004,
page 4.

Eneman, A Critical Study of ISP Filtering Child Pornography,
2006, page 6.

IWE 2009 Annual and Charity Report, page 7.

IWE 2008 Annual and Charity report.

Wolak/Mitchell/Finkelhor, Internet Sex Crimes Against Minors:

The Response of Law Enforcement, 2003, page 21; Sexual
Exploization of Children over the Internet, Report for the use
of the Committee on Energy and Commerce, U.S. House of
Representatives, 109th Congress, 2007, page 11.

CNN, Child porn gang face jail, 13 February 2001.

Sexual Exploitation of Children over the Internet, Report for the
use of the Committee on Energy and Commerce, U.S. House
of Representatives, 109th Congress, 2007, page 12.

Ibid.

Ibid p. 27.

For more information, see Gercke, Understanding Cyber-
crime: A Guide for Developing Countries, ITU, 2009, page 33;
Wilson, “Banking on the Net: Extending Bank Regulations to
Electronic Money and Beyond”.

Smith, Child pornography operation occasions scrutiny of mil-
lions of credit card transactions, available at: hetp://www.heise.
de/english/newsticker/news/print/83427.

Regarding the use of electronic currencies in money-launder-

86

87

88

89

90

91
92

93

94

95

96
97

98
99

100

101

102

103

104

105
106
107

108

ing activities, see: Ehrlich, Harvard Journal of Law & Technol-
0gy, Volume 11, page 840.

Child Pornography and Pedophilia: Report Made by the
Permanent Subcommittee on Investigations, U.S. Senate, 99th

Congess, 19806, page 4.

Data provided by the Internet Watch Foundation reveals that
just 10 registries or registrars accounted for 76% of all the
commercial child sexual abuse domains reported during 2008.
This shows a high degree of concentration.

Healy, Child Pornography: An International Perspective, 2004,
page 4.

This figure is not limited to child pornography, but pertains
to internet sex crimes against minors in general. See Wolak/
Mitchell/Finkelhor, Internet Sex Crimes Against Minors: The
Response of Law Enforcement, 2003, page 8.

Sexual Exploitation of Children over the Internet, Report for the
use of the Committee on Energy and Commerce, U.S. House
of Representatives, 109th Congress, 2007, page 15.

Wolak et al 2005 op cit.

As quoted in ibid. See also Sullivan, Internet Traders of

Child Pornography: Profiling Research — Update, 2007, page
2; Webb/Craissati/Keen, Characteristics of Internet Child
Pornography Offenders: A Comparison with Child Molesters,
Sex Abuse, 2007, Vol. 19, page 456; Wolak/Finkelhor/Mitchell,
Child-Pornography Possessors Arrested in Internet-Related
Crime — Findings From the National Juvenile Online Victimi-
zation Study, 2005, page vii. DPA, Kinderpornographie-
Bilderflut im Internet, 27.05.2009.

Sullivan, C. Internet traders of child pornography: profiling
research. Censorship Compliance Unit. New Zealand. 2005,
as quoted in Quayle et al 2008 op cit.

Hernandez, A, Psychological and Behavioral Characteristics of
Child Pornography Offenders in Treatment.

Paper prepared for the Global Symposium examining the re-
lationship between online and offline offenses and preventing
the sexual exploitation of children, The University of North
Carolina at Chapel Hill, April 5-7, 2009.

Baartz, D. Australians, the Internet and technology-enabled child
sex abuse: A statistical profile. Australian Federal Police. 2008,
as cited in Quayle et al op cit.

E. Quayle, personal communication, 20 November 2009.
Healy, Child Pornography: An International Perspective, 2004,
page 4.

Ibid.

Quayle, E., L. Loof, and T. Palmer, Child Pornography and
Sexual Exploitation of Children Online. Paper submitted by
ECPAT International to the World Congress I1I against
Sexual Exploitation of Children and Adolescents, Rio de
Janeiro, Brazil, 25-28 November 2008, p 28.

ASACP Efforts Help Stop CP Criminals from Abusing Adult
Industry, ASACP press release, 23.06.2009.

Rights of the Child, Commission on Human Rights, 61*
session, E/CN.4/2005/78, page 8, also see Healy, Child
Pornography: An International Perspective, 2004, page 5.
ECPAT, Regional Overview on Child Sexual Abuse Images
through the Use of Information and Communication Technologies
in Belarus, Moldova, Russia and Ukraine. ECPAT: Bangkok,
2008.

Sexual Exploitation of Children over the Internet, Report for the
use of the Committee on Energy and Commerce, U.S. House
of Representatives, 109th Congress, 2007, page 13.

Wolak/ Finkelhor/ Mitchell, Child-Pornography Possessors
Arrested in Internet-Related Crimes: Findings From the National
Juvenile Online Victimization Study, 2005, page 9.

Ibid.

Carr 2004 op cit, p 12.

Bialik, C. ‘Measuring the child porn trade,” Wall Street Jour-
nal, 18 April 2006.

Ernie Allen in ‘Protecting the Children, The ETA joins in
the fight against child pornography’, Transation Trends, April
2007, page 32; Child Pornography among fastest growing
Internet businesses, MCMEC Press Release, 2005. Ferraro/
Casey, Investigating Child Exploitation and Pornography,

299



300

109

110

111

112

113

114
115
116

117

118

119
120

121

122

123

124

125

126
127

128

129

2005, page 2; Cassell Bryan-Low, “Dangerous Mix: Internet
Transforms Child Porn Into Lucrative Criminal Trade —
Company in Belarus Collected Millions From Pedophiles; A
Landmark Prosecution — Agent’s Rendezvous in Paris,” Wall
Street Journal, Jan. 17, 2006; Sexual Exploitation of Children
over the Internet, Report for the use of the Committee on
Energy and Commerce, U.S. House of Representatives, 109th
Congress, 2007, page 2; ECPAT, Violance against Children
in Cyberspace, 2005, page 31; Choo/Smith/McCusker, Future
directions in technology-enabled crime: 2007-09, Australian
Institute of Criminology, Research and Public Policy series,
No. 78.

Lawrence, S. and C. Giles, ‘Accessibility of information on the
web’. Nature, Vol 400, 8 July 1999, p 107.

Ackerman, D. ‘How big is porn?’ Forbes, 25 May 2001, citing
a report by Forrester Research.

One 2007 media source cites an unsupported estimate of

US$3 billion. See Mooallem, J. ‘A disciplined business’, New
York Times, 29 April 2007.

Reuters, China says 5,394 arrested in Internet porn crackdown,
31 December 2009.

One study suggests 300. Branwyn, G., ‘How the porn sites do
it’. The Industry Standard, March 12, 1999.

Ibid.

Ibid.

There have also been examples from East Europe. One Ukrai-
nian operation, later moved to Russia to avoid detection, was
fronted as a modeling agency, and involved as many as 500
girls. When it was finally taken down, the site was said to be
generating US$150,000 per month. See ECPAT 2008 op cit.

Wortley/Smalbone, Child Pornography on the Internet, US
Department of Justice, Problem-Oriented Guides for Police,

Problem-Specific Guide Series No. 41, 2006, page 53.

Endrass/Urbaniok/Hammermeister/Benz/Elbert/Laubacher/
Rossegger, “The consumption of Internet child pornography
and violent sex offending, BMC Psychatry, 2009, Vol. 9, page
45.

Wortley/Smalbone, op cit.

Attorney General Ashcroft Announces the successful conclusion of
operation Avalanche, US Department of Justice, Press release,
08. August 2001; Wortley/Smalbone, Child Pornography on
the Internet, US Department of Justice, Problem-Oriented
Guides for Police, Problem-Specific Guide Series No. 41,
2000, page 53.

Examples from East Europe also suggest low client volumes
per site. One man in Belarus was arrested in 2006 for selling
pictures for his collection of some 30,000 images. He had 80
clients from around the world in the six months that he was
vending. See ECPAT 2008 op cit.

Laville, S., ‘Legal challenge to web child abuse inquiry,’
Guardian, 2 July 2009.

Walker, A., . Flatley, C. Kershaw, and D, Moon, Crime in
England and Wales 2008/09: Findings from the British Crime
Survey and police recorded crime. Home Office: London, July
2009, p. 31.

Wallace, M, ‘Police-reported crime statistics in Canada 2008’
Juristat, Vol. 29, No. 3, July 2009, p 29.

AuCoin, K., ‘Children and youth as victims of violent crime’,

Juristat, Vol 25, No 1, 2005.
Wallace, M, op. cit.

Motivans, M. and T. Kyckelhahn, Federal Prosecution of Child
Sex Exploitation Offenders, 2006, Bureau of Justice Statistics,

December 2007. This figure is close to a national estimate for
the total number of Internet-related child pornography arrests

in 2000 (1,713). See Wolak et al 2005 op cit.

For example, the Internet Crimes Against Children Task
Force Program, which “helps state and local law enforcement
agencies develop an effective response to cyber enticement
and child pornography cases”, was funded for US$85 million
between 2003 and 2008, and received US$75 million in FY
2009. http://www.ojjdp.ncjrs.gov/programs/ProgSummary.
asp?pi=3.

In general, estimates based on the number of images available
on the market can be misleading. A 15-minute video contains

130

131

132

133

134
135

10

11

12
13
14

15

16

more than 22,500 pictures at a rate of five frame per second,
all of which could be presented or counted as stills, and there
is evidence that this does happen (see Wolak et al below). The
750,000 image Wonderland database, some 1200 individual
victims could be identified. Although many may have been
taken in a manner where the victim’s identity was concealed,
this suggests a ratio of 625 images per victim.

De Saint Maur, Sexual Abuse of Children on the Internet: A
New Challenge for Interpol, 1999, page 4.

Rights of the Child, Commission on Human Rights, 61+ ses-
sion, E/CN.4/2005/78, page 6.

Webb/Craissati/Keen, Characteristics of Internet Child Pornog-
raphy Offenders: A Comparison with Child Molesters, Sex Abuse,
2007, Vol. 19, page 458.

Wolak, J., D. Finkelhor, and K. Mitchell, Child pornography
possessors arrested in Internet-related crimes: Findings from the
National Juvenile Online Victimisation Survey. Washington,
D.C., National Center for Missing and Exploited Children,
2005, p 7.

Ibid.

Bunzeluk 2009, op cit, p. 10.

Secretary-General Ban Ki-moon, Remarks to the Summit of
the African Union — “An Agenda for Prosperity and Peace,”
Addis Ababa, 31 January 2010.

S/PRST/2010/4.

The Kimberley Process (initiated in 2000 by UN resolution
A/RES/55/56) was an initiative to address the illicit trade in
diamonds originating in conflict areas. Licit players in the
industry came up with a system to certify the origin of rough
diamonds.

Preliminary estimates.

Cannabis, a much more widely consumed drug, could be
worth more if more of the drug were trafficked internationally
and sold commercially. But surveys in the biggest consumer
countries indicate that a majority of users rely on local and
less formal sources of supply.

Economist Intelligence Unit, Country Profile Colombia 2008,
London 2008.

Ibid.

Economist Intelligence Unit, Country Profile Peru 2008,
London 2008.

Jorge Restrepo Fontalvo (Centro de Estudios Policiales, Uni-
versidades Santo Tomds, Libre, Sergio Arboleda y Auténoma),
Estudios Estadisticos, “Cincuenta afios de criminalidad
registrada por la Policfa Nacional”, ISSN 1974-3108 Revista
Criminalidad, Volumen 50, Numero 1, pp. 27-36; Ministerio
de educacién superior, Universidad de La Habana, Centro de
Estudios de Salud y Bienestar Humano, Violencia en Colom-
bia: La mortalidad por homicidios entre 1973-1996, La Habana
2004.

Jorge Restrepo Fontalvo (Centro de Estudios Policiales, Uni-
versidades Santo Tomds, Libre, Sergio Arboleda y Auténoma),
Estudios Estadisticos, “Cincuenta afios de criminalidad
registrada por la Policfa Nacional” y “El Homicidio: Andlisis
Criminolégico”, ISSN 1974-3108 Revista Criminalidad,
Volumen 50, Ntimero 1; UNODC, United Nations Survey
on Crime Trends and the Operations of Criminal Justice
Systems, various years.

Colombia (3.7) and showed better results than Mexico (3.3),
which suffered from the emergence of domestic drug cartels or
the neighbouring Venezuela (1.9) which is now a key transit
country for Colombian produced cocaine. (Source: Transpar-
ency International, Corruption Perception Index, 2009).
UNODC, Colombia Coca Cultivation Survey, June 2009.

Ibid.

World Customs Organization, Customs and Drugs Report
2008, Brussels, June 2009

Maritime Analysis Operation Centre, Statistical Analysis
Report, Lisbon 2009.

The value of the cocaine trafficked by Colombian traffickers to



17
18

19

20

21

22

23

Mexico (including minor quantities from from Peru and Bo-
livia) had a farm-gate value of US$0.6 billion in the Andean
countries in 2008. The value at the sea border in Colombia
was close to US$1 billion, suggesting that local traffickers
(mostly Colombians) made gross profits of some US$0.4 bil-
lion. Trafficked from Colombia to Mexico, the value — taking
seizures into account - increased to US$3.3 billion. The gross
profits amounted to around US$2.4 billion. Assuming that
80% of this traffic is organized by Colombian drug trafficking
groups, their gross profits amounted to US$1.9 billion in
2008. The share of Colombian drug traffickers in the USA
has fallen strongly over the last 15 years to just 2.2% (in
terms of persons arrested). But the cocaine market in the USA
(US$38 billion in 2008) is huge, and so are cocaine related
gross profits (US$29.5 billion). Applying the proportion of
2.2% to the total amount of gross trafficking profits made in
the USA the Colombian drug traffickers may have generated
a further US$0.6 billion All of this suggests that Colombian
drug traffickers made some US$3 billion in gross profits ship-
ping cocaine from the Andean region to North America while
farmers make some US$0.6 billion.

High profits are also made in shipping cocaine to Europe.
The value of the cocaine destined for Europe amounted to
US$34 billion in 2008 of which the internationally operating
cocaine traffickers, shipping the cocaine from the Andean re-
gion to Europe, reaped some US$8.3 billion in gross profits in
2008. Colombian trafficking organizations play a significant
role in many of these trafficking activities. Assuming (based
on the analysis of Spanish arrest statistics) that at least 30%
of all cocaine shipments to Europe are directly organized by
Colombian groups, Colombian trafficking groups would have
generated some US$2.5 billion. In addition, there are reports
that Colombian traffickers organized cocaine shipments to
West Africa (accounting for 30% of total shipments to Europe
in 2007 and 17% in 2008) for subsequent deliveries to Eu-
rope for which the African trafficking groups received about
one third in kind. This suggests that Colombian groups may
have earned another US$0.5 billion in gross profits out of
these activities. Thus, Colombian groups may have earned, in
total, some US$3 billion out of trafficking cocaine to Europe
in 2008.

UNODC, 2008 Afghanistan Opium Survey, November 2008.

Hewitt, J., J. Wilkenfeld and T. Gurr, Peace and Conflict
2010. Center for International Development and Conflict
Management, University of Maryland, 2010.

Vincent, L., Guinea-Bissau: Cocaine and coups haunt gagged
nation. Paris: Reporters without Borders, November 2007.

BBC, “Fear after Bissau death threats”, 1 August 2008.
http://news.bbc.co.uk/2/hi/africa/7536806.stm

Commonwealth Secretariat, Nigeria Country Profile. London,

2006.

The Nigerian government benefits from oil and gas produc-
tion through a variety of means: the share in each joint
venture awarded to the Nigerian National Petroleum Corpo-
ration, the signature bonuses, royalties and taxes. The federal
Nigerian government in Abuja and the oil companies do not
publish full details of their revenue sharing formula. However,
some sources suggest that at an oil price of $50 a barrel, the
government receives $44.13 (88%) and the oil company
$1.87 (3.7%), with $4 (8.3%) to cover technical costs. The
government therefore loses a lot more from its budget than
the oil companies from the theft of oil.

See Von Kemedi, Fuelling the Violence: Non-State Armed Actors
(Militia, Cults, and Gangs) in the Niger Delta. 2006 p. 22. All
state revenues from the oil industry are taken by Abuja, which
then distributes a proportion to state governments. The oil
producing states’ share of this income has varied over the past
40 years but currently stands at 13% of official income. Many
Niger Delta politicians (as well as the Movement for the
Emancipation of the Niger Delta) demand a 50% share.
Christian Science Monitor, “Nigeria militans call of truce in
oil-rich Niger Delta”, 31 January 2010. http://www.csmoni-
tor.com/World/Africa/2010/0131/Nigeria-militants-call-off-
truce-in-oil-rich-Niger-Delta.

The rule of law indicator measures the extent to which agents
have confidence in and abide by the rules of society, in par-
ticular the quality of contract enforcement, the police, and the

24
25

26

27

28
29
30

31

32

33

34
35

36

37
38

39

40
41

42
43
44

45
46

47

48

49

50

51

courts, as well as the likelihood of crime and violence.
http://info.worldbank.org/governance/wgi/index.asp.

La Ceiba has been noted as a major drug trafficking port by
the US Drug Enforcement Administration as early as 2001.
See: http://www.hawaii.edu/hivandaids/Honduras_Coun-
try_Brief_Drug_Situation_Report.pdf.

BBC, “Guatemala fears Mexico drug spillover”, 17 December
2008: http://news.bbc.co.uk/2/hi/7786392.stm

International Federation for Human Rights, Observatory for
the Protection of Human Rights Defenders Annual Report
2009 - Guatemala, 18 June 2009.

UNODC, Addiction, Crime and Insurgency: the transnational
threat of Afghan opium, October 2009, p. 11.

Ibid., p. 105.

For example, in May 2007, Dubai Police arrested two gangs
reported to have laundered billions of dollars through the
Emirate. See 7Days, “Dubai: cartels smashed”, 17 May, 2007,

Afghanistan Ministry of Commerce and Industry Strategy
Paper, March 2007; see also, “State Building, Sustaining
Growth, and Reducing Poverty: a Country Economic Re-
port”, World Bank, 2005.

In addition to all other illicit activities such as human traf-
ficking, small arms trafficking, drug cultivation, bribery, oil
smuggling et cetera.

Buddenberg, Doris and William A. Byrd (editors), Afghani-
stan’s Drug Industry: Structure, Functioning, Dynamics, and
Implications for Counter-Narcotics Policy. UNODC and the
World Bank, 2006, p.15.

Ibid., p.161.

UNODC, Addiction, Crime and Insurgency: the transnational
threat of Afghan opium, October 2009, p. 15.

UNODC, 2009 World Drug Report, June 2009, p.96; see also
Information Bulletin No 60, CARICC, November 9, 2009.

Ibid., p.99.

“ISAF commander congratulates Ministry of Interior for
likely world’s largest seizure of narcotics”, June 11 2008,
ISAF Public Affairs Office, www.nato.int/isaf/docu/
pressreleases/2008/06-june/pr080611-246.html.

UNODC, Addiction, Crime and Insurgency: the transnational
threat of Afghan opium, October 2009, pp. 139-143.

UNODC, 2009 Afghanistan Opium Survey, December 2009.

It is estimated that the Taliban pocketed around $350-650
million from the opiate trade between 2005 and 2008
through direct taxation of farmers and traffickers, see
UNODC, Addiction, Crime and Insurgency: the transnational
threat of Afghan opium, October 2009, p. 111.

Ibid.
Ibid. p. 110.

Michael Erwin, “The Insurgent-Narcotic Nexus in Helmand

Province”, CTC Sentinel, Vol. 2, No. 9. August, 2009.
Ibid.

Igbal Khattak, “Taliban collecting taxes to raise funds for
jihad”, Daily Times, August 16, 2008.

“Central Asia: rising violence points to IMU revival”, EW
Flash, August 13 2009, OCHA.

UNODC, Addiction, Crime and Insurgency: the transnational
threat of afghan opium, October 2009.

Statement made by Ralf Mutschke, Assistant Director, Crimi-
nal Intelligence Directorate, INTERPOL, “The Threat Posed
by the Convergence of Organized Crime, Drugs Trafficking
and Terrorism.” US House of Representatives Committee on
the Judiciary, Subcommittee on Crime, December 13, 2000.

The listed groups are: Polish , Russian , Romanian, Vietnam-
ese, Turkish, Nigerian, Lebanese, Italian and Lithuanian, in
addition to German. See Bundeskriminalamt, Organisierte

Kriminalitit Bundeslagebild 2008, Wiesbaden: BKA, 2009.

For example, they are not listed in the 2008 German response
to the UNODC Annual Reports Questionnaire, which states,
For all drug types, the major group of suspects was formed

by German nationals. “The list of “non-German suspects” is
topped by Turkish nationals. In the area of organized heroin
trade, groups dominated by Turkish nationals are of particular

301



302

52

53
54

55

56

57

58

59

60

61

62

63

64

65

66
67

68

importance.”

Illegaler Handel mit und Schmuggel von Heroin nach § 29
BtMG - does not include a small number of cases under § 30
(1) 4 (illegal import).

Data from the UN GIFT project.

International Monetary Fund, “World Economic Outlook:
Crisis and Recovery”, April 2009.

Final Report of the Commission of Experts Established Pursu-
ant to Security Council Resolution 780 (1992). S/1994/674

- 27 May 1994, chapter 4, section F.

Mendelson, S. Barracks and Brothel: Peacckeepers and Human
Trafficking in the Balkans. Washington, D.C.: Centre for
Strategic and International Studies, 2005.

See, for example, Jackson, M. “The rise and decay of the
socialist economy in Bulgaria’. Journal of Economic Perspectives.

Vol 5, No 4, 1991, p. 207.

UNODCCEP, “Global Illicit Drug Trends 2002”, ODCCP
Studies on Drugs and Crime, New York 2002.

For a review of the historical development of opium poppy
cultivation in Myanmar over the last 2 centuries see UNOD-
CCP, “Myanmar — How did Myanmar become a major sup-
plier of illicit Opium?“, in Global Illicit Drug Trends 2001,
ODCCEP Studies on Drugs and Crime, New York 2001, pp.
44-55 and T. Pietschmann, “A Century of International Drug
Control”, Bulletin on Narcotics, Volume LIX, Nos. 1 and 2,
2007, pp. 1-167.

Khun Sa — Myanmar drug trafficker and militant separatist,
born Feb. 1934, died October 2007. (Encyclopedia Britan-
nica).

USA Department of State, 2009 International Narcotics
Control Strategy Report, February 2009.

UNODC, 2009 Patterns and Trends of Amphetamine-Type
Stimulants and Other Drugs in East and South-East Asia (and
neighbouring regions). Vienna, November 2009, pp 86-91.

Myanmar’s purchasing power adjusted per capita GDP
amounted to just US$904 in 2007, the second lowest rate in
Asia after Timor-Leste (US$717) , lower than per capita GDP
reported from Nepal (US$1,049), Afghanistan (US$1,054)
or Bangladesh (US$1,241) and less than half the GDP per
capita in neighbouring Laos (US$2,165) or in neighbouring
India (US$2,753), one sixth of GDP per capita of neighbour-
ing China or of Asia as a whole (US$5,837), or one ninth

of GDP per capita of neighbouring Thailand (US$8,135)
UNDP, Human Development Report 2009, New York, 2009.

The Economist Intelligence Unit, Myanmar (Burma), Country
Profile 2006, London 2006.

UNODC, Opium Poppy Cultivation in South East Asia, De-
cember 2009.

Ibid.

Heroin prices in Ruili, a Chinese border town that serves as

a major entry point for heroin from Myanmar, were reported
by the Chinese Public Security Bureau to have amounted

to some Yuan 36,000 per kg in 2004 (Maw Seng, China
Alarmed at Heroin Influx from Burma, 7he Irrawaddy,

March 2, US DEA reported slightly higher prices of around
US$5,000 per 0.7 kg of opium in 2003 in the Chinese border
regions with Myanmar in 2003, equivalent to some US$7,100
per kg). Opium farm-gate prices in Myanmar more than
doubled between 2004 and 2009 (from US$153 to US$317
per kg) suggesting that heroin prices in the Chinese border re-
gions with Myanmar may have doubled as well to some Yuan
72,000 or US$10,500. Wholesale heroin prices for Thailand
were officially reported to UNODC at between US$12,000
and US$15,000 per kg in 2008 . Applying a 10:1 ratio for the
transformation of opium into heroin and a tentative typical
heroin export price of around US$11,000 per kg - based on
information that the majority of the heroin is sold to China
and that Myanmar drug traffickers, exporting to the border
regions of Thailand could only fetch prices at the lower end
of the price scale — heroin sales could have generated around
US$360 million for traffickers in Myanmar in 2009 (range:
US$140 to US$500 million).

This estimate was provided by the Economist Intelligence
Unit (EIU, Myanmar Country Report, January 2010). Nei-
ther IMF or World Bank have provided any GDP estimates

69

70
71

72

73
74

75

76

77

78

79

80
81

82

83

84

85

86

87

88

89

for recent years.

Statistics from the Office de Géologie et des Mines du
Rwanda (Rwanda Geology and Mines Authority) indicate
that, based on customs declaration nearly half the minerals
exported (by weight) from Rwanda in 2008 were re-exports;
not of Rwandan origin. See data supplied by Global Witness,
in “Faced with a gun, what can you do?” War and the militarisa-
tion of mining in eastern Congo, July 2009, p. 71.

World Gold Council, Gold demand trends, February 2009.

More than half the world’s tin is used for solders in the elec-
tronics industry. In the mid-2000s, EU directives banned the
use of lead in such solders, causing a spike in demand.

Division des Mines, quoted in Global Witness, “Faced with a
gun, what can you do?” War and the militarization of mining in

Eastern Congo, July 2009, p. 89.
Ibid.

According to “official statistics” (exact source unknown),
quoted in United Nations Security Council, Final report of
the Group of Experts on the Democratic Republic of the Congo,
$/2009/603, 23 November 2009, para. 299.

Communities and Small-scale Mining (CASM), Walikale:
Artisanal Cassiterite Mining and Trade in North Kivu, June
2008.

United Nations Security Council, Final report of the Group of
Experts on the Democratic Republic of the Congo, S/2009/603,
23 November 2009.

The DRC Senate report is often referred to as the Rapport
Mutamba Dibwe, after the president of the commission of
inquiry. It was published on 24 September 2009 and is avail-
able online at http://www.mediaterre.org/docactu,ZmJyZXVp
bC9kb2NzL1JEY29uZ29fcmFwcG9ydCltaW5ley12ZW5hd
HJkYw==,6.pdf.

United Nations Security Council, Final report of the Group of
Experts on the Democratic Republic of the Congo, S/2009/603,
23 November 2009.

Global Witness, “Faced with a gun, what can you do?” War and
the militarization of mining in Eastern Congo, July 2009, p. 55.

Ibid p. 61.

Pole Institute, Rules for Sale: Formal and informal cross-border
trade in Eastern DRC, May 2007.

The Congolese government and the main armed groups
signed a peace agreement, and a transitional constitution gave
way to an interim government (pending elections), led by

Joseph Kabila.

For example, a discussion paper published by the Goma-
based Pole Institute notes that “The economic dimension of
conflict in Kivu is about rights of access to land and control
of trade routes, not about minerals.(...) Conflict is linked to
nationality and ethnicity and to political and administrative
power.” Pole Institute, Minerals and conflict in eastern DRC: A
discussion paper, July 2009.

United Nations Security Council, Final report of the Group of
Experts on the Democratic Republic of the Congo, S/2008/773,
12 December 2008, para. 14.

During the integration, only 2,542 weapons were handed

in from the 6,006 CNDP ex-combatants identified in the
integration process. Only 687 arms were handed over from
the 2,872 PARECO elements identified. United Nations
Security Council, Interim report of the Group of Experts on the
Democratic Republic of the Congo, S/2009/253, 18 May 2009
(para 32).

United Nations Security Council, Final report of the Group of
Experts on the Democratic Republic of the Congo, S/2009/603,
23 November 2009.

Moreover, according to the United Nations Group of Experts,
most senior officials still consider General Nkunda their
leader, in spite of his incarceration (United Nations Security
Council, Interim report of the Group of Experts on the Demo-
cratic Republic of the Congo, S/2009/253,18 May 2009).

United Nations Security Council, Final report of the Group of
Experts on the Democratic Republic of the Congo, S/2009/603,
23 November 2009.

The most recent ones are S/2008/773, S/2009/253 and



90

119

120

121

122

123
124
125

126

§/2009/603.

United Nations Security Council, Final report of the Group of
Experts on the Democratic Republic of the Congo, S/2008/773,
12 dn in Somalia, S/2009/684, 8 January 2010.

Although Puntland has recently made efforts to speed up
prosecutions of suspected pirates (S/2009/684).

Freedom C. Onuoha, ‘Sea piracy and maritime security in
the Horn of Africa: The Somali coast and Gulf of Aden in
perspective’, African Security Review, vol. 18, no. 3, p. 37.
Both these groups include foreign fighters and are supported
by Al-Qaida.

International Expert Group on Piracy off the Somali Coast,

Piracy off the Somali Coast: Final report (main document), p.21.

Ibid.
Ibid., p.20.

The estimated income of Puntland pirates was some US$30
million in 2008, whereas the Government’s budget was only
US$10 million.

International Expert Group on Piracy off the Somali Coast,

Piracy off the Somali Coast: Final report (main document), p.17.

303



United Nations Office on Drugs and Crime

Vienna International Centre, PO Box 500, 1400 Vienna, Austria
Tel.: (+43-1) 26060-0, Fax: (+43-1) 26060-5866, www.unodc.org

USD 49
ISBN 978-92-1-130295-0

54900
United Nations publication printed in Austria HH

Sales No. E.10.IV.6 — June 2010 — 2,000 97 780211 ¥ 302950






